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A. BACKGROUND 

The California Department of Motor Vehicles (OMV) is implementing a series 
of Robotic Process Automation (RPA) projects that provide automation for 
numerous manual processes throughout the department, such as 
Occupational Licenses Renewals, Motor Carrier Permit Renewals, SR- l Report, 
Employee Pull Notice Program, Notice of Pending Lien Sales, etc. The OMV 
purchased UiPath Software in September 2019 and requires assistance with 
implementation of new Robotic Process Automations. These Robotic Process 
Automations not only streamline processes, but enable the department to 
build necessary skill sets. 

B. CONTRACT DESCRIPTION AND SCOPE 

The Contractor will create solution services to the OMV to design, develop, 
test, and implement any new Robotic Process Automations. The Contractor 
will also provide training and mentoring to DMV's staff on the Robotic Process 
Automation applications, interfaces, infrastructures, tools, best practices, 
Quality Assurance (QA) and Quality Control (QC) activities, and selected 
Systems Development Life Cycle (SDLC) methodology. 

This is a deliverable-based contract with tasks and deliverables initiated 
through the Work Order Authorization (WOA) process, which defines specific 
work products and efforts (See Section H). 

C. CONTRACT TERM 

The term of this contract shall be for a period of nine (9) months, with two 
optional six (6) month extensions. 

D. CONTRACTOR STAFFING 

The Contractor is fully responsible for all necessary staffing resources to 
successfully complete the work, within the agreed upon schedule, in 
compliance with the standards set forth in this Contract. 

The Contractor, in the performance of work for this contract, shall provide 
Contractor staff resources who will perform the following roles: 
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Mandatory Qualifications 

RPA Developer 

Create solutions by maximizing the functional ity of robotic process 
automations. Deliver process automation and guide and mentor 
customer implementation of RP A. 

l. At least 3 years of relevant software development. 

2. B.A. or B.S . degree in related field . 

Desirable Qualifications: 

1. Knowledge and work experience in UiPath products for robotic 
processing automations. 

2. Familiarity with OMV business operations and program processes. 

RPA Project Manager 

Apply Project Management principles, methods, techniques, a nd tools, 
to manage a RPA team in the design, development, testing, and 
implementing robotic process automations. Lead the RPA team in 
training, testing, and mentoring users on the robotic process 
automation applications, interfaces, infrastructures, tools, best 
practices, and Quality Assurance (QA) and Quality Contro l (QC) 
activities. 

Provide management and coordination for systems integrations 
through all phases of the systems development life-cycle , including 
planning, requirement analysis, design, development, testing, 
installation, and evaluation. 

Develop and track work plans, milestones, and deliverables. Develop 
and manage staffing plans to ensure the appropriate resources are 
identified and deployed to keep project schedules and budgets on 
target. Establish effective tracking and reporting mechanisms for 
reporting open issues, action items, and project risks . 

1. A minimum of 7 years of broad, extensive and increasingly 
responsible experience as the Project Manager. At least 4 years 
of that experience must have been of IT projects. 

2. B.A or B.S . degree in related field. 

Desirable Qualifications: 

1. Knowledqe and work experience in UiPath products for robotic 
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processing automations. 

2. Familiarity with DMV business operations and program processes. 

E. CONTRACTOR'S RESPONSIBILITIES 

1. The Contractor shall prepare all deliverables, where applicable, in 
accordance with the State's, and DMV's, applicable business and 
information technology documentation standards and requirements, 
including format and content, which include, at a minimum: Windows 7, 
Microsoft Project 2010 or greater, Word 2016, Excel 2016, Visio 2016, and 
PowerPoint 201 6. 

2. The Contractor shall maintain open and frequent communication as 
necessary with all applicable DMV Project participants, including the 
Project Sponsor(s), Project Director, Portfolio Manager, and other DMV 
staff and Vendors. If requested, the Contractor will attend project 
meetings and periodic briefings for DMV management as indicated by 
the DMV Contract Manager (refer to Section F.8 for identification of DMV 
Contract Manager). 

3. If designated as Conflict of Interest, then the Contractor's staff listed in this 
contract shall comply with Government Code 87302 and the Fair Political 
Practices Commission rules. The Contractor shall not permit its staff to 
work on this contract unless the staff complies with Government Code 
87302 and the Fair Political Practices Commission rules 
(http://www.fppc.ca .gov /the-law /fppc-regulations/regulations­
index.html). 

4. If designated as Conflict of Interest, then the Contractor's staff listed in this 
contract shall comply with Conflict of Interest Program: Article 12 
(commencing with section 11146) of Chapter 1 of Part 1 of Division 3 of 
Title 2 of the Government Code requires that all consultants in designated 
conflict of interest (COi) positions attend ethics orientation training within 
six months of becoming a filer, and at least once during every 
consecutive period of two calendar years commencing on the first odd­
numbered year thereafter. The purpose of the orientation is to familiarize 
consultants with California's ethics policies in order to help avoid conflict 
of interest situations. No compensation for completion of the Ethics 
training or rela ted expenses may be included in this final response. 

http://www
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5. The Contractor's staff listed in this contract shall: 

a) Complete the DMV's Privacy and Information Security training 
annually. No compensation for completion of the Ethics training or 
related expenses may be included in this final response. 

b) Complete the Department of Motor Vehicles Telework and 
Remote Access Security Standard Training, upon the request of 
the DMV and complete the In-Service Training Report (ADM 
1360A). 

c) Review Exhibit E, Statement Regarding Confidentiality and Security 
of DMV Information, and return a signed Exhibit E, 
Acknowledgment of Confidentiality to the DMV, prior to 
commencement of work on this contract. Contractor shall 
remove from assignment to perform services authorized by th is 
contract any and all staff who violate DMV's Confidentiality 
Statement immediately upon notice of such known or reasonably 
suspected violation. 

d) Submit a signed hardcopy of Exhibit E, DMV's Acceptable Use 
Statement that explains the DMV's Information Security Policy, 
before beginning work on this contract and annually thereafter. 

6. The Contractor Official responsible for overseeing completion of services, 
approval of WOA(s), approval of invoices, approval of Personnel Change 
Orders (PCO), and to whom all communications relative to those services 
be addressed is: 

Name: 
Phone Number: 
Email: 

7. The Contractor will not begin work on a deliverable until the DMV (DMV, 
DMV IT Acquisitions Manager, and DMV Contract Manager) and the 
Contractor Official have approved the deliverable's WOA. 

8. The Contractor shall work with the DMV Contract Manager, Project 
Sponsors, and Core Team throughout the term of this contract to obtain 
input, review, and approval. 

9. All tasks associated with this agreement may be worked on remotely, 
however if access is needed to DMV's production or non-production 
systems with production or sensitive client data, the contractor would 
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need to be on-site at OMV's HQ campus (2415 1st Avenue, Sacramento, 
CA 95818). Contractor personnel shall perform their duties on the 
premises of the OMV, during DMV's regular workdays and normal work 
hours, as determined by the DMV Contract Manager, except as 
specifically agreed to otherwise by the DMV Contract Manager. 

10. The Contractor shall keep all soft and hardcopy assessment data 
confidential, all of which shall become the property of DMV. All 
confidential documents must be stored within OMV premises. Materials 
and information regarding DMV cannot be used or discussed outside of 
DMV without the express written authorization of the DMV Executive 
Management. 

11. The Contractor will notify the OMV Contract Manager at least ten ( 10) 
business days in advance of any required visits to any DMV facility and/or 
a DMV field office. On-site visits must be conducted during normal 
working hours, Monday through Friday, 8:00 am to 5:00 pm Pac ific Time, 
except State holidays. Contractor on-site visits must be approved by the 
DMV. 

12. The Contractor will respond within 4 hours to written emails or calls from 
the DMV Contract Manager within normal DMV working hours. 

13. The Contractor shall meet all timelines, personnel resources, and costs, as 
agreed to in this Contract and approved WOA(s). 

14. The Contractor's staff listed in this contract must have legal authority to 
work in the United States during the term of the entire contract. 

15. Any documentation submitted that has been marked "confidential" or 
"proprietary" shall be noted in the Vendor's Response. However, marking 
a document "confidential" or "proprietary" in a Response will not prevent 
that document from being released as a public record, unless a court of 
competent jurisdiction has ordered the DMV to not release the 
document. All documents submitted in response to this RFO will become 
the property of the State of California and are subject to the California 
Public Records Act, Government Code (GC) section 6250 et seq., the 
California Evidence Code and other applicable state and federal laws. 

F. DMV'S RESPONSIBILITIES 

1. Provide and schedule DMV IT and business personnel to assist in this RPA 
effort. 
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2. Provide Contractor staff access to DMV's development and testing 
environments to perform work required in this Contract. 

3. Provide access to business and technical documentation as necessary for 
the Contractor to complete the tasks identified under this Contract. 

4. Provide access to the DMV staff, management, offices, and operation 
areas as required to complete the tasks defined under this Contract. 

5. Provide the Contractor personnel with normal office working facil ities and 
equipment. 

6. If needed, invite the Contractor to appropriate project meetings. 

7. Provide the Contractor with requested information necessary to clarify 
any services and facilitate Field Office visits, if required. 

8. The DMV Contract Manager responsible for overseeing the Contractor's 
performance, the Contractor's completion of requested services, 
approval of the WOA(s), PCO(s), and invoices, and to whom all 
communications relative to those services be addressed is: 

Name: 
Phone Number: 
Email: 

9. The DMV Contract Manager is responsible for forwarding approved 
invoice(s), the related WOA(s), the deliverable(s), and status reports to the 
Information Technology (IT) Acquisitions Unit for auditing purposes. 

10. The DMV will be responsible for software license costs associated with 
applications for DMV users only. 

11. The DMV will be responsible for: 

a. Integration and System Testing 

b. User Acceptance Testing 

12. Provide a computer to contract staff members who need to access DMV 
network and environment. 

G. CONTRACTOR TASKS 

All work performed under this contract shall be initiated using Exhibit B, 
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Work Order Authorization (WOA). In conjunction with any deliverables 
agreed to in the WOA process, tasks for this contract may be as follows: 

Task #1 

Analyzing, developing, testing, and documenting Robotic Process 
Automations for DMV processes. Provide knowledge transfer (where 
applicable), and provide support for application development activities 
as required including all aspects of the build and deployment. 

Task #2 

Manage environment related administration, set-up, config uration, 
support, and documentation of tools and technologies activities 
including but not limited to IT environments, security, 
applications/interfaces, event monitoring, performance monitoring, 
building/deployment of applications/interfaces, and database 
monitoring. 

H. WORK ORDER AUTHORIZATION (WOA) 

The WOA process is as follows: 

1. All work performed under this contract shall be initiated using the Exhibit B, 
Work Order Authorization (WOA). 

2. The Contractor will not begin work on a task until the DMV and the 
Contractor have approved the WOA. Each WOA will include a 
description of tasks, deliverables, and the number of estimated hours, by 
role/person, to complete the work and cost. 

3. All WOAs must be in writing and approved (signed) by the Contractor 
Contract Official , DMV Contract Manager, and DMV IT Acquisitions 
Manager prior to the Contractor beginning work specified within the 
WOA. 

4. The DMV has the right to require the Contractor to stop or suspend work 
on any previously approved WOA. 

5. The DMV will pay based on the hourly rate in accordance with Exhibit D, 
Cost Data Sheet, but no more than the agreed amount of hours shown on 
the OMV-approved WOA. 

6. The WOA establishes that the DMV and Contractor have a common 
understanding of the scope, schedule, format, content (depth and 
breadth), estimated hours per task by staff member, cost, and 
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acceptance criteria of work products required prior to the Contractor 
beginning work. The DMV and Contractor will define and develop 
acceptance criteria, including specific, measurable success factors, to be 
set forth in the WOA. The WOA details Contractor services required to 
meet project objectives. 

7. Once the WOA has been reviewed and accepted, the Contractor and 
the DMV will sign it. This will constitute acceptance of the WOA. The 
originally approved WOA will be retained by the DMV with copies sent to 
the Contractor. 

8. The start of work will occur upon the start date of the WOA or upon 
approval by the DMV IT Acquisitions Manager, whichever occurs later. 

9. It is understood and agreed by both parties that all of the terms and 
conditions of this contract shall remain in force with the inclusion of any 
such approved WOA. 

1 O. If, in the performance of the work, the Contractor determines that the 
work approved through the WOA cannot be accomplished within the 
estimated work hours, the Contractor will immediately notify the DMV 
Contract Manager in writing of the Contractor's estimate of the additional 
hours to complete the work in full. Upon receipt of such notification, the 
DMV may: 

a. Alter the scope of the WOA, via an approved amendment to the 
WOA, in order to define tasks that can be accomplished within the 
remaining estimated work hours by issuance of an approved WOA 
amendment, or 

b. Terminate the WOA. 

11. The following is a list of required information for the WOA. This list is not all 
inclusive; therefore, any additional information deemed relevant to the 
work identified in the WOA should be included. Each WOA shall include 
the following: 

a. A work description which shall include the purpose, objective, or goals 
to be undertaken by the Contractor; 

b. An identification of tasks and any associated work products 
(deliverable) to be developed by the Contractor; 

c. Identification of the task from the SOW that is covered in the WOA; 

d . Acceptance criteria for the work to be performed/deliverables; 

e. The name or identification of the Contractor staff to be assigned; 
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f. The Contractor's estimated work hours required to accomplish the 
purpose, objective or goals; 

g. The Contractor's billing rates per work hour which shall be in 
accordance with the rates identified in Exhibit D, Cost Data Sheet; and 

h. The Contractor's total cost for the WOA. 

I. PAYMENT TERMS AND INVOICING REQUIREMENTS 

1. The Contractor may submit an invoice to the OMV but payment will not 
be issued until the OMV Contract Manager and Contractor Official have 
approved the Deliverable activities as stipulated in the contract Section 
11.1.8. for DMV's Accounts Payable Address. 

2. Invoices submitted must reference WOA number, the state's Letter of 
Acceptance and the IT Acquisitions Contract Number (TA-19269) as 
identified on the Cost Data Sheet. 

3. The State shall pay the contractor for each completed deliverable and in 
no event shall the State pay more for a deliverable than the agreed 
maximum cost for the deliverable as provided in its approved WOA. 

4. The OMV shall not be obligated to pay on an invoice until the status 
reports and time sheets required herein are received by the OMV 
Contract Manager. The department may dispute an invoice which does 
not comply with these requirements, including requirements for invoices, 
timesheets, and status reports, and a dispute notice given on that basis 
shall satisfy the requirements of the California Prompt Payment Act. 

5. In the event a deliverable is not completed prior to the contract 
expiration or termination date, the OMV may pay for partial work 
completed in accordance with the CMAS General Provisions - IT (GSPD-
401 IT-CMAS) referenced in the contractor's CMAS contract. 

6. Project costs related to items such as travel, per diem, and travel time to 
the designated base of operation for the engagement are costs to be 
included within the contrac tor rates. OMV shall not pay for such costs as 
a separate item. 

7. Accounts Payable will pay only those invoices approved by the OMV 
Contrac t Manager and verified by the IT Acquisitions Unit. 

8. Invoices must be submitted to: 

Department of Motor Vehicles 

P.O. Box 932382 

Sacramento, CA 94232-3820 
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J. REPORTING REQUIREMENTS 

1. The Contractor must prepare a monthly written Status Report w ith the 
current status and future activities which must be submitted to the OMV's 
Contract Manager by the l 0th working day of each month. This Status 
Report shall include, but not be limited to, the following information: 

a) A detailed summary of the work completed during the reporting 
period, including the identity of the person doing the work and the 
deliverable or task to which the work is attributable; 

b) A detailed summary of the work planned for the next reporting 
period including the identity of the person doing the work and the 
deliverable or task to which the work is attributable; 

c) The status of the overall effort, including all phases and tasks a long 
with percentage of completion; 

d) Identified areas for short and long term improvements; and 

e) Identified concerns, risks, and issues along with impact to overall 
project and planned mitigation measures. 

2. The OMV will not be obligated to pay for any services provided during a 
period for which the contractor has not timely provided the monthly 
Status Report(s). 

K. PERSONNEL REPLACEMENT 

1. The Contractor will act as the prime contractor under this contract. In 
addition to identifying all classifications and personnel proposed to work 
under this contract, the Contractor must also identify their sub-contractor 
affiliation as applicable. 

2. The OMV reserves the right to require the Contractor to provide 
replacement staff that meets or exceed the staff qualifications of the staff 
being replaced. 

3. The OMV reserves the right to require the Contractor to provide additional 
staff that meets or exceed the Staff Qualifications in this SOW. Upon 
request of the OMV, the Contractor will submit the resume(s) for the 
additional personnel possessing the experience which meets or exceeds 
the Staff Qualification for the requested role. Before services can be 
rendered, each additional Contractor personnel added to this contract 
will require approval by OMV in accordance with the PCO process 
d escribed in paragraph 7 below. An amendment to the contract is not 
required for Contractor personnel c hanges. 
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4. The Contractor must notify the OMV's Contract Manager at least five (5) 
business days prior to any Contractor personnel being replaced or 
removed under the terms of this contrac t and their sub-contractor 
affiliation as applicable. The Contractor will submit with its notification to 
the OMV the resume(s) for the replacement personnel possessing the 
experience which meets or exceeds the qualification of the staff being 
replaced. Before services c an be rendered, each Contractor personnel 
replacement will require approval by OMV in accordance with the PCO 
process described in paragraph 7 below. An amendment to the contract 
is not required for Contractor personnel changes. 

5. The OMV reserves the rig ht, in its sole discretion, to disapprove the 
continuing assignment of Contractor personnel provided to the OMV 
under this contract. If the OMV exercises this righ t, the Contractor must 
terminate the personnel from the contract within three (3) business days of 
notice by the OMV. The Contractor must then provide qualified 
replacement personnel with experience tha t meets or exceeds the 
qualifications of the staff being replaced. The Contractor must provide 
the replacement personnel, and submit their resume(s) to OMV, w ithin five 
(5) business days of the OMV's notice exercising its rights under this 
paragraph. Before services can be rendered, each Contractor personnel 
replacement will require approval by OMV in accordance with the PCO 
process described in paragraph 7 below. An amendment to the contract 
is not required for personnel changes. 

6. The OMV Contract Manager w ill review the resumes a nd approve or 
reject the additional or replacement personnel. In the event such 
additional or replacement personnel is disapproved by the OMV Contract 
Manager, the Contractor shall continue to submit resumes until the OMV 
Contract Manager approves such additional or replacement personnel. 
A failure to provide suitable replacement personnel, as determined solely 
by the OMV, shall constitute a breach of this agreement and shall entitle 
the OMV, a t its sole election, to pursue all of its available legal remedies. 

Upon approval of the additional or replacement personnel's resume by 
the OMV Contract Manager, a PCO must be initiated as follows: 

a. Contrac tor personnel c hanges must be initiated by the Contractor w ith 
Exhibit C, Personnel Change Order. 

b. Each PCO must include the additional or replacement personnel's 
resume accepted by the OMV Contract Manager. 
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c. The additional or replacement personnel will not begin work on a 
contract deliverable until the Contractor Official, DMV Contract 
Manager, DMV IT Acquisitions Analyst, and DMV IT Acquisitions 
Manager have approved the PCO. 

7. The PCO must be initiated when contractor personnel leave the contract 
(removal of personnel) or are added to the contract (addition or 
replacement of personnel). 

8. Replacement of the DMV Contract Manager and Contractor Official may 
be completed through the PCO process described above. An 
amendment to the contract is not required for replacement of the DMV 
Contract Manager and Contractor Official. 

9. All replacement personnel or personnel added to this contract must 
undergo and pass the Department of Justice background (as outlined in 
Section E, #9 of this SOW) check prior to that individual commencing any 
work under this contract. 

L. AMENDMENTS 

l. Should, during the course of the resulting contract, it become necessary 
to modify the terms of the Statement of Work (Exhibit A), those 
modifications may be made by mutual agreement by the contracting 
parties through a written amendment to the contract. A contract 
amendment shall not be effective unless in writing and until fully executed 
by both parties. No oral understanding or agreement not incorporated 
through the proper contractual process shall be binding on either the 
Contractor or the DMV. All amendments will follow the rules and 
regulations set forth by the State Contracting Manual Volume 3. 

2. Contractor resources will not be expended, at a cost to the DMV, in 
excess of the authorized contract cost without written authorization from 
the DMV, in the form of a written contract amendment. Additionally, a 
contract amendment is required in the event that additional work is 
required that both parties agree was unanticipated, is necessary to 
successfully complete the project, and is within the project scope. All 
contract amendments are processed utilizing the guidelines of the current 
rules from the State Contracting Manual Volume 3 and a contractor 
cannot begin work until they have received a fully executed copy of the 
written amendment from the DMV Information Technology (IT) Acquisitions 
Unit. Any amendment to a contract that increases the dollar amount of 
the contract, and/or adds additional tasks, and/or time not in the scope 
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of the contract, will be required to follow the Non-Competitive Bid (NCB) 
process as described in the State Contracting Manual, Volume 3. 

3. Options to extend may be invoked by the State to extend the contract 
and an amendment to the original contract would be required to extend 
the contract term. 



------
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WORK ORDER AUTHORIZATION (WOA) 

CONTRACTOR NAME: 

OMV CONTRACT NUMBER: WOA NUMBER: 

DELIVERABLE TITLE: 

DELIVERABLE ST ART DATE: DELIVERABLE END DATE: 

LIST THE CONTRACTOR PERSONNEUCLASSIFICATION/HOURS/RATE ASSIGNED TO DELIVERABLE: 

MAXIMUM COST OF DELIVERABLE $ 

The state will pay the agreed hourly rate, times the number of hours used (per the timesheets), but 
not more than the agreed maximum cost shown on the WOA. 

DESCRIPTION OF TASKS: 

DESCRIPTION OF DELIVERABLE: 

Work Order Authorization (WOA) has been reviewed and agreed upon and all work associated with this 
WOA will be performed in accordance with the WOA and the provisions of Contract Number: T A-XXXXX. 

AUTHORIZED AND APPROVED: 

CONTRACTOR OFFICIAL OMV CONTRACT MANAGER 
PRINT AND SIGN NAME, DATE PRINT AND SIGN NAME, DATE 

OMV IT ACQUISITIONS MANAGER 
PRINT AND SIGN NAME, DATE 



Department of Motor Vehicles 
and Cambria Solutions, Inc. 

Contract # 19269 
Exhibit C, Page l of l 

Personnel Change Order (PCO) 

CHANGE ORDER NO. -

Contractor Name= Contract Number= 

Start Date= or upon approval by the OMV IT Acquisitions Manager, 
whichever occurs later 

DescriQtion of Change: 

New Personnel (including Qhone number and email address): 

SOW Personnel Classification: Hourly Rate: 

SLP Personnel Classification: Resume Attached: Yes D 
No of Pages: --

Reason for Change: 

Approval: 

Changes identified above are in accordance with the terms and condition of the contract. 

By signing below, the Contractor Official has confirmed that the proposed staff meets the 
personnel classification requirements and any requirements listed in the Statement of Work 
(Exhibit A). The DMV Contract Manager's signature below indicates that he/she has 
confirmed that the proposed staff meets the requirements listed in the Statement of Work 
(Exhibit A). 

Contractor Official DMV Contract Manager 
Print Name, Sign and Date Print Name, Sign, and Date 

By signing below, the DMV IT Acquisitions Manager & DMV IT Acquisitions Analyst have 
confirmed that the proposed staff meets the CMAS personnel classification requiremen ts . 

OMV IT Acquisitions Manager OMV IT Acquisitions Analyst 
Pri nt Name, Sign and Date Print Name, Sign, and Date 

Note: The OMV Contract Manager will submit Personnel Change Order forms to the IT 
Acquisitions Analyst to obtain OMV IT Acquisitions Manager approval. 
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Cost Data Sheet 

There will be no increase in hourly rates for extended hours or days. Project costs related to 
items such as travel, per diem and travel time to the designated base of operation for the 
engagement are costs to be included within the contractor rates. OMV shall not pay for such 
costs as a separate item. 

CMAS Name Ifs ubcontractor CMAS 
Hourly Rate Classification 

$190.00 

xpert 
oftware Developer­

rogram Manager­

$130.00 

ourne man 
oftware Developer - $130.00 

ourneyman 

Cambria Solutions, Inc. 

Strategic IT Staffing (SI TS ) 
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DMV ACCEPTABLE USE STATEM ENT 

ACCEPTABLE USE STATEMENT 

The De:partment of Motor Vehicles (OMV) Information Security Awareness Program requires aQ i ndividuals who access 
OMV in!orma-aon to sign this slatement before begiooing worl< and annuatiy th<,r,,a!ter. 

Fai!uN! to comply wi1h infoona1ion sec.inly and privacy policies. standBrds. and practices can have finan.cial. criminal. and/or 
employment consequences fo.r the genE>ral pubfic. 11¥.> OMV. amlfor you personally. All inlotmation must be trea!e<l careful y 
including: 
• lnformll1ion on paP8f. wi1hin ths OMV mltwor1<,. or otl18r information nsS81s (e.g.., woncstaHon, SGI\IGr, laptop. copiar, smart-

poonEI, tablat. USB dliY8, soltwam), 
• Information describing how systems. opOO!i.8 or 3.18 proleclad. and 
• Information classffiad as confidential, se11Silive, ~nal, or proprietary. 
To maintai.n the conlidentiaJ!ty, integ:rity. and availabifilv of DMVs information assets and proleci coniidential. se11silive, 
personal. or.pioprielary inrorma'1ron from unau1horiu<I use, access, release, viewing by others, chan;ie, loss, or deletion, 
I wil l ocmply wnh the foDowing statements: 

SECTION 1-ACCES·S (Please initial affer sch statll!m~nt) 

1. I win only access OMV infonnation assets using my assign,,<! user ID and passwoal a.nd talle reasonable safeguards ID 
protea my password. For exampfe, I will nol wri1e down my password or sha.ra itwilh others. __ _ 

2. I will not leave my unklclced wori<station unattended bl>yond a reasonabl" time or distance. __ _ 

3. I ·will scan files slored on any ,emovat>I" med1a for viruses prior to using on the OMV nelll/orl<. __ _ 

4. I will not inl&.ntionally send confidential, =•~ive, persona~ or proprieb,y OMV information or files so lhal l can fater 
access the infumia1ion or files ~ly or o1f-slte. __ _ 

5. I will not deliberately imelfere wilh anelher u,;er's netw<>r11. access. __ _ 

ll. I wil l not intentionally cause an inlem.,ption or denial of service, or inierfere wilh normal software luno~ons ___ _ 

7. I understand !hat the State may monitor its infcnnation assets arid re11i1>ve an.y infonnalion conla:ined in the r,etwo<I<, the 
workstalio.n I use. inro.rmatian stored locally oo the hard drive. on removable media or other portable devices tlo ensure 
that the wor11 of the DMV is conducted in an appro.,et! and efficient mann er. __ _ 

8. I understand that I Ii.ave no ,easor,able expeciation of privacy when using OMV inrorma1ion assets. __ _ 

Q. I will follow the OMVs Remote Access SL!ndat>ds and the California Technology Agency Telewort< and Remote Access 
S<>ounty S,and'ard for remote oonne<>tion, security trainin-g, and....., of Ou1!ook WebAoc=s. _ _ _ 

10. I understand that pErs.onat compuling equiprr.ent used for work purposes may be subject1D !he possibili'ly of subpoena. 

11. I understand th"! if the Department deems it necessary, a remate wipe, may be initialed that may wipe my personal 
mobile device of alt da13. __ _ 

12.. I wiU obtain w.ritt"" approval before "°""ecting a non-State devi<:e (personal or contract staff laplop. for example) to the 
OMV network. __ _ 

13. If authorized eleva!ed aocess rights. r will ati,,nd annual .training and rejustify any ele-.r.,ted access rights to eAsure only 
the appropriate aooess is assigned to me based on my duties. _ _ _ 

SECTION 2-USE (P.,_,,e initial alD!r eal>hs~tetnentJ 

1. I will only download, copy; and/or ~ore OMV au1horized -=· audio (sound, mus;;.,) o, vjcjeo filies. _ _ _ 

2. I agree ID use DMV ,nto.rmation assets only for the Stale of Califorrua's l>usin ess purpc,ses. This- includes stale business 
with !he federal l)O\'etnmenl and any city, county, or other publi-c agency. __ _ 

3. I wiTI 11ol make copies of OMV infotmation for pe,,;onal use no, remove ma!erials or equipmenl from any OMV premises 
without approval. _ _ _ 

4. Any private or personal use of IJMV informalion assets will ti,, incidental and minimal oonsis!MI wiih Government Code 
Section 831 4. __ _ 

mailto:p@rson.il
http:JJQJSOnal,.or
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DMV ACCEPTABLE USE STATEMENT (continued) 

.SECTION 3-lillSCLOSURE (Please initial alfer e.1r:h ~enf_) 

1. I will take reasonable precau!ions to protect alf oonfidential, sensitive, or personal DMV information (e.g. cred:it card 
rn..rmber, social security nu mber. particala:r1y those verified by 1he Social Security Ad'rninistration) and all port.able devices. 
For ei,:ampfe, use a p,ii11.i.cy sa-een o:r seoore in a fockedcabinet. ___ _ 

I wi]I take nece55ary precautions to prol:ect all OMV propriesry infurmation, v.nich includes delails ,on DMV infom,alion 
sys-tems.. OMV ~riela,y information includes. bul iis oo.t limited to. sourceloomp~er code; syslem diilllJrams. se:rver 
na.mes, logins and paswords, :S}'!>tem configura!ions. and all other system ifocumentalion{:s). ___ _ 

3.. I wi'll .obtain written approval befure u-ans:portin,g or swri·ng confidenwl. :s,ensitive, personaF. o;r proprietary lnfurmaticn in 
a vehicle. private storage, or othl!if off-site loc:!1ion, FCI!" @ample. attorneys and i nvestiga&ors may have 'Mitten approviil 
as part of their duty stalemern or office procedures to tale documents to a hearin g. ___ _ 

4. I 1Nlll 011ly disclose OMV i:rrf.crmaoon, oowever communicated or transferred. ta indi'lliiduals au1hcrized to lawfull,y receive 
it through apprap.ria.te govemment statuies and departmental policies and procedures_ For e~ample. usrng: secure email 
or auih.otized encryptecimedia. ___ _ 

SECTION 4 - INDJV1DUAL RESPONSIBILITY (P.1e.Nse imtiat ath!r each 1,lalement) 

·t l wm i:mmedia!ety Mlify management of any actual or a.ttem pted siecun.1yviolalions I may.ob!ieTVe- such as individual 
m isuse. oomputer viruses. unauthori:zied attempts t o gain access to a DMV buitding. a system or da:ta,. or Clil'ler- incidents 
as described in pub!Ea!ion DMV 145, mformation Sectmfy fnddenfReporlfng. ___ _ 

2. I wi'IJ only create. read. update, or detete OMV infcrma'!ion f or pu;rp,oses oecessar;i to perfoml my aulholized job 
functions. ____ · 

3. I will only cop)', ohange. or deieie the files. documents. or software cf .;mother individual lo pe,form my authorize.rl job 
funclfons. __ _ 

4. I will comply with Software. LicertSe Agreements. I v.i·II not illcegal'ly u se or copy sof:twarE- !hill is owned or lioe.nsed by 
DM\I. __ _ 

5. I wrn oomply with an appiicable pilli.enl. trademark. oop~ht, .;ind oM-.er~ws- ___ _ 

C. Untes:s it is related tn a De,partment im,esl:igation or similar authorized action, I w,_1] riot inten:tionatfy send. recel...e. or 
store infonnation that is in violation o f departmenbl policy_ For eJtam~. information 1hat is discrimi natory. harassing, 
derogabory. defamatory, threaterring. or O'bsce.ne. ___ _ 

7. I Will nol. alter, di&a:ble, or dherwise inaentionalfy bypass lhe virus protection software. patchingi processes, CIC olher 
,security ocmtm!s mS!alled on or used by any OMV fnfulma!ionAsse-t. ___ _ 

a I Y111l not ini entionaHy destroy or dispose of .any IJMV inrormatioo 'Unless by· authorized methods and i n accoroanoe with 
govemmen:t s!ab.rtes and DM\/ pollicy. ___ _ 

il.. I will store my curren• • files. data, and email mess.ages only fur the duration of their ·intended business purpose in 
accordan,ce with DMV policy and procedures unless Jam no.fi!ied of B dffferentrel!~!ion period ___ _ 

10. I understand it is my responsibilitytocontactmysuperviscr'fOf addruo;mal information and applicabilityoftheseprnvisions 
to my job fun<Cti,on:s. __ _ 

1 t. I under-stand that lh1s statement shall not affect the attorney-client privilege existing under applicable !.aw ____ _ 

12. I understand that failure to comp.!y will'l any or all of ine,se policies andfor provisions. may rest.ill in loss or limimtion of 
access to OMV lmi:mmalionAs'SEts. d'tsciplinary actio n. inclu:ding dism issal. as well as civ:if ar criminal penalties. ___ _ 

n I a.clmowiedge !hat I have re.sci, understand. and received a copy of ihis siatemenl ___ _ 

http:un<iersm.nd
http:sutoorize.rl
http:individu.al
http:Secur.fy
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http:aulhmiz.ed
http:apprnp.ria.te
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http:O'bsce.ne


Department of Motor Vehicles 
and Cambria Solutions, Inc. 

Contract # 19269 
Exhibit F, Page l of 5 

ACKNOWLEDGMENT OF CONFIDENTIALITY 

Under agreement number TA- 19269 between the Department of Motor Vehicles and Cambria 
Solutions, Inc. ("the Agreemen t"), Cambria Solutions, Inc. will be authorized to access and use data 
and information collected a nd maintained by the Department of Motor Vehicles ("OMV") so that 
Cambria Solutions, Inc. may perform services for OMV. Such data and information is designated 
OMV Confidential Information under the Agreement, and is protected from unauthorized use and 
disclosure by applicable law and policy as well as the Agreement's terms. Only those individuals 
who are employees, agents or subcontractors of Cambria Solutions, Inc. w ith a need to access or 
use OMV Confidentia l Information in order to perform their job responsibilities Cambria Solutions, 
Inc. Authorized Users") shall be permitted to access or use OMV Confidential Information. 

You are being asked to read and sign this Acknowledgment of Confidentia li ty because Cambria 
Solutions, Inc. has identified you as an Authorized User. If you violate the obligations regarding OMV 
Confidential Information set forth herein, you may face civil and/or criminal action. 

I, name , am an employee/subcontrac tor/agen t 
of Cambria Solutions, Inc .. I hereby acknowledge that OMV Confidential Information is subject to 
strict confidentiality requiremen ts imposed by state policy and law, including, but not limited to, 
the California Information Practices Act (codified at Civil Code Section 1798 et seq.). 

I acknowledge that: 

• I have reviewed the OMV- Cambria Solutions, Inc. Agreement exhibit entitled, "Statement 
Regarding Confidential ity and Security of OMV Information," that governs access, use, 
storage and tra nsfer of OMV Confidentia l Information; that I understand the provisions 
regarding confiden tiality set forth therein; and that I wil l promptly contact my manager with 
any questions I have regarding the proper access, use, modification and or transfer of OMV 
Confidential Information; 

• Wrongful access, use, modification, or disclosure of OMV Confidential Information may be 
punishable by civil and/or criminal action against me; 

• Wrongful access, inspection, use or d isclosure of OMV Confidential Information for personal 
gain, curiosity, or any non-business related reason is a violation of State of California policy 
and law; and 

• I agree to protect OMV Confidential Information, whatever the format (electronic or paper) 
by: 

o Accessing or using OMV Confidential Information only as necessary for the 
performance of the specific work I am assigned under the Agreement; 

o Never accessing OMV Confidential Information for curiosi ty or personal reasons; 
o Never showing or discussing OMV Confidential Information with anyone who does 

not have the authority a nd business need to see or discuss it; 
o Maintaining DMV Confidential Information only in approved locations; 
o Never removing DMV Confidential Information from the work site without 

explicit authorization, and without following confidentiality and securi ty 
protocols; and 

o Following encryption requ irements for transferring or storing OMV Confidential 
Informati on, including storage or transfer in portable devices or media. 

By: _ _________________ Date: _________ _ 
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STATEMENT REGARDING CONFIDENTIALITY AND SECURITY OF OMV INFORMATION1: 

1. Definition, General Confidentiality and Security 

Pursuant to the requirement set forth at "Confidentiality of Data," paragraph 34, of the State of 
California Department of General Services General Provisions - Information Technology ("GSPD-
401 IT, revised and effective 9/5/2014"), which provisions are incorporated in agreement number 
TA-19269 ("the Agreement"), the Department of Motor Vehicles ("OMV") designates the following 
as the universe of information to be protected in a confidential and secure manner: all data and 
information collected, used and maintained by DMV that must be accessed, received or used by 
Contractor in the course of Contractor's performance of the information technology services 
authorized by this agreement (referred to in this exhibit as "DMV Confidential Information" ). Only 
those individuals who are employees, agents or subcontractors of Contractor with a need to 
access or use DMV Confidential Information in order to perform their job responsibilities 
(hereinafter referred to as "Contractor Authorized Users" ) shall be permitted such access or use. 
Contractor shall protect all DMV Confidential Information from unauthorized use, disclosure and 
access through the observance of the same or more stringent procedural and technological data 
security requirements as those required by applicable federal law, and state law and policy. For 
the purposes of its obligations set forth in paragraph 34 of GSPD-40 l IT, Contractor shall never 
consider DMV Confidential Information "publicly available." Also, Contractor shall maintain and 
retain as confidential all work product and all work performed under this agreement, 
recommendations or reports made to DMV, and all discussions between Contractor and DMV 
staff, including communications, whether oral, written or e lectronic. 

2. License 

DMV is the owner of DMV Confidential Information. DMV hereby grants to Contractor a limited, 
non-exclusive, nontransferable, revocable license to use OMV Confidentia l Information for the 
purposes set forth in the Agreement unti l termination, suspension or expiration of the Agreement. 
Contractor shall not access, use or attempt to use, nor shall it enable or authorize any agent, 
subcontractor or third party to access or use, any DMV Confidential Information in any manner or 
for any purpose not authorized under the Agreement. 

3. Authorized Access and Use, Acknowledgments of Confidentiality 

Prior to commencing work on this agreement, each Contractor Authorized User shall be provided 
a copy of th is exhibi t, "Confidentiality and Security of DMV Information," and date and sign the 
DMV Acknowledgment of Confidentiality attached hereto. Contractor shall provide OMV with the 
original signed acknowledgments, retaining a copy of such acknowledgments for its records. 

1 I he title of th is section and the subsections herein are for organizational and referen tial purposes only . 
Other language addressing the parties' obligations related to those discussed here may be found elsewhere 
in the Agreement. 
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4. Audit 

DMV reserves the right to audit Contractor, upon written notice provided no less than ten ( 10) 
business days before the audit is to be conducted, to ensure Contractor's compliance with the 
requirements set forth in this exhibit. Such audit may be conducted by DMV, or by a third party 
hired and authorized by DMV to conduct such audit. 

5. Indemnification 

Contractor agrees that it shall indemnify DMV for any loss, cost, damage or other liability incurred 
by DMV as a result of Contractor's negligence with respect to, or violation of the information 
security, handling and confidentiality requirements set forth in this exhibit, as well as a ll applicable 
statutes and regulations, including those set forth in California's Information Practices Act, codified 
at Civil Code Section 1798 et seq. and addressed at the subsection, "Breach Notification," below. 

6. Disclosures 

No reports, information, d iscoveries or data obtained, assembled or developed by Contractor in its 
performance of this agreement, including any DMV Confidential Information, may be released, 
published, orally disc losed, or made available to any individual or entity without prior written 
approval from DMV. In the event Contractor receives a written or oral request under California's 
Public Records Act (codified at Government Code Section 6250 et seq.) for inspection or copies of 
records, documents, information or data constituting, containing, or re lated to DMV Confidential 
Information (herein, "PRA Request"), Contractor shall notify DMV of the PRA Request by close of 
business, Pacific time, the day it receives the request. Contractor's PRA Request notification to 
DMV shall provide in writing the name and contact information of the requestor, and the nature of 
the request. In addition, Contrac tor shall provide a copy of the PRA Request if it was made in 
writing. 

Contractor shall cooperate fully with DMV in responding to the PRA Request, and shall not disclose 
in any manner any of the information, records or data requested w ithout explicit written 
instructions from DMV. Contractor shall maintain a log of all such authorized disclosures made in 
response to a PRA Request, and shall provide a copy of such log to DMV upon DMV's written 
request, or upon the suspension, expiration or termination of the Agreement. 

7. Demands and Orders 

If served with a subpoena, court order, or other written demand issued upon or by the authority of 
a court, or law enforcement or regulatory agency for DMV Confidential Information, or any 
records or data pertaining to its p erformance of the Agreement, Contractor shall provide a copy 
of the demand to DMV no la ter than the close of business, Pacific time, on the day Contractor 
receives the demand. Contractor shall cooperate fully with DMV in responding to such demand. 
Prior to Contractor responding to such demand, DMV shall have the right to oppose the demand 
or participate in any resolution, mediation or adjudication of a dispute regarding the demand at 
DMV's own expense. 
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8. Breach Notification 

Contractor shall immediately notify DMV when it discovers that there has been, or there 
reasonably may have been a breach in security that has or may have resulted in unauthorized 
access to, tampering with, loss or theft of OMV Confidential Information. For purposes of this 
clause, immediately means within two (2) hours of discovery. 

Contractor shall cooperate fully with DMV in its response to such breach, including DMV's 
reporting mandated by California's Statewide Information Management Manual and DMV's 
investigation of the incident. As soon as possible after the breach, Contractor shall provide a 
written description of the breach that includes the date of the incident; incident location; general 
description of the incident and the names of individuals at Contractor who can provide specific 
details about the incident; the media or device (if applicable) on which the breached DMV 
Confidential Information was maintained and whether such device was encrypted; and whether 
the DMV Confidential Information affected by the breach contains personal information. For 
purposes of this section, "personal information," shall have the same meaning as the definition 
under California's Information Practices Act, Civil Code Section 1798.3, i.e., "personal information 
means any information that is maintained by an agency that identifies or describes an individual, 
including but not limited to, his or her name, social security number, physical description, home 
address, home telephone number, education, financial matters, and medical or employment 
history. It includes statements made by, or attributed to, the individual." 

Contractor shall be responsible for all costs and fees associated with DMV's fulfillment of its 
obligations under state law and policy in the event of a known or reasonably suspected breach, 
including costs related to notification of affected individuals. Contractor shall indemnify and hold 
harmless the State in the event of any third party claims or lawsuits arising from such breach. 

9. Disposition of DMV Confidential Information 

Upon the expiration, termination or suspension of the Agreement (whether such termination or 
suspension is for breach, alleged breach, dispute, or convenience), Contractor shall at DMV's 
election return to DMV, transfer to another Contractor, or provide written, signed certification of 
destruction of all DMV Confidential Information. DMV shall have sole authority to elect whether 
Contractor must transfer, return, or destroy and certify the destruction of all DMV Confidential 
Information. DMV shall provide written notice to Contractor of its election for the disposition of 
DM V Confidential Information prior to or no later than ten ( 10) business days of the effective date 
of the expiration, termination or suspension of the Agreement. Contractor agrees that it shall not 
copy, destroy or move any DMV Confidential Information without written authorization from DMV. 

l 0. Transmission and Storage Security 

Contractor shall store DMV Confidential Information in a place physically secure from access by 
unauthorized persons. DMV Confidential Information must be stored and processed in such a way 
that protects it from being retrieved by unauthorized persons by computer, remote terminal or 
other means. Contractor shall secure and maintain any computer systems (servers, hardware and 
software) that will be used in the performance of this agreement by efforts including, but not 
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limited to, ensuring that all security patches, upgrades, and anti- virus updates are applied 
appropriately to secure data that may be used, transmitted, or stored on any electronic or digital 
systems used in the performance of the Agreement; and installing encryption technology on all 
Contractor's equipment, including but not limited to, personal laptops, handheld devices, and 
removable storage devices. Contractor shall be responsible for all costs associated with such 
security and maintenance efforts. 

Contractor shall encrypt all DMV Confidential Information and related data that is stored on 
portable electronic media (including but not limited to, CDs and thumb drives) and on portable 
computing devices (including but not limited to laptop computers and PDAs) using cryptographic 
modules validated by the National Institutes of Standards and Technology to Federal Information 
Processing Standards 140 - 2 Level 1. Contractor shall not transmit DMV Confidential Information or 
related data via email or other Internet transport protocol over a public network unless the 
foregoing is secured using cryptographic modules validated by the National Institutes of Standards 
and Technology to Federal Information Processing Standards 140 - 2 Level 1, and using an NIST­
validated cryptographic algorithm with a minimum key of 128 bits. 

Contractor shall save and store DMV Confidential Information and any related data on a secure, 
dedicated server to which only authorized users have access. Contractor shall not save or back­
up the DMV Confidential Information or related data in combination with any other data stored, 
used or maintained by Contractor. 
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