=

11

5 O scoD: 42651911089
STATE OF CALIFORN!A - DEPARTMENT OF GENERAL SERVICES

STANDARD AGREEMENT , AGREEMENT NUMBER PURCHASING AUTHORITY NUMBER {If Applicable)
STD 213 (Rev, 03/2019) o 19-11089

1. This Agreement Is enterad Into between the Contracting Agency and the Contractor named below:

CONTRACTING AGENCY NAME

Catifornia Department of Public Health

CONTRACTOR NAME

Cardinal Health Pharmacy Services, LLC

2. The term of this Agreement is;

START DATE
04/14/2020

THROUGH END DATE
09/30/2020

3. The maximum amount of this Agreement is:
$500,000.00

Five Hundred Thousand Dollars and Zero Cents

4. The parties agree to comply with the terms and conditions of the following exhibits, which are by this reference made a part of the Agreement.

Exhibits Title Pages

Exhibit A Pharmacy Agreement 28

AachMENt | jpaa A 14
Teemns shown with an asterisk {*); are hereby incorporated by reference and m.ade part of this agreement as if atfached hereto.
These documents can be viewed at https,//www.das.ca.qov/OLS/Resources
IN WITNESS WHEREQF, THIS AGREEMENT HAS BEEN EXECUTED BY THE PARTIES HERETOQ.

_ CONTRACTOR
CONTRACTOR NAME (if other than an individual, state whether a corporation, partnership, etc,)
Cardinal Health Pharmacy Services, LLC
CONTRACTOR BUSINESS ADDRESS ‘ aTy STATE ZIP
13651 Dublin Court . Stafford TX 77477
PRINTED NAME OF PERSON SIGNING TITLE
Mike Brown . : ' VP, Pharmacy Qperatiens and Account Mngmt
CONTRACTOR AUTHORIZED SIGNATURE DATE SIGNED
Wechael ' Apr 16,2020
Mich et 0. Brown iRl :
STATE OF CALIFORNIA
CONTRACTING AGENCY NAME
Catifornia Department of Public Health
CONTRACTING AGENCY ADDRESS CITY STATE ZIp
1615 Capitol Ave Sacramento CA 65814
PRINTED NAME OF PERSON SIGNING TITLE
Tim Bow Pracurement Officer
CONTRACTING AGENCY AUTHORIZED SIGNATURE DATE SIGNED
H Digitally signed by Timothy Bow
Timothy Bow Date: 20200415 14:40:23 0700 |
CALIFORNIA DEPARTMENT OF GENERAL SERVICES APPROVAL EXEMPTION (If Applicable)
PCC1102
Executive Order N-25-20-COVID-19
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This Pharmacy Agreement (“Agreement”) is entered into by and between Cardinal Health Pharmacy Services,
LLC, located at 13651 Dublin Ct., Stafford, Texas 77477 ("Cardinal Health") and California Depariment of Public
Health, located at 1616 Capitol Avenue, Sacramento, California 95814 (“Customer”). Cardinal Health and the
Customer shall each be referred to a "Party” or collectively as the “Parties”.

RECITALS

A, WHEREAS, the State determined that grounds exist to contract with an operator to provide critical and
“‘essential” medical services, pursuant {o the Governor's Proclamation of a State of Emergency dated
March 4, 2020, and the Governor's Emergency Declaration, Executive Order (EQ) N-25-20 dated March
12, 2020, as amended or supplemented subsequently (collectively, the "Executive Orders”). The State
also finds that the use and operation of aiternative care facilities is necessary to mitigate the effects of
the COVID-19 emergency.

B. WHEREAS, all agencies of the state government shall perform any and all activities consistent with the
direction of the State, pursuant to the Executive Order.

C. WHEREAS, Cardinal Health shall be the exclusive provider of the pharmacy services set forth in this
Agreement for Customer's pharmacy operations (“Pharmacy”}, at the temporary Alternative Care Facility
(“ACF") located at the Sleep Train Arena, 1 Sports Pkwy, Sacramento, CA 95834.

D. WHEREAS, the State selected the ACF as a location for the enhanced availability of hospital beds and
space to be used by the State or its designated agencies for inpatient medical services associated with
the COVID-18 pandemic. The State selected Cardinal Health to operate and maintain the Pharmacy (as
described below) for patients admitted to the ACF during the novel coronavirus outbreak,

E. WHEREAS, as of the Agreement Date, Cardinal Health will initiate pharmacy operatibns at the ACF,
pursuant to the terms of this Agreement and applicable State and Federal law,

F. WHEREAS, the parties wish to document their Agreement with respect to the provision of such services
between Cardinal Health and the State.

NOW, THEREFORE, in consideration of the facts referenced above and the covenants contained herein, it is
-hereby agreed as follows:

ARTICLE |
DUTIES

1.01  Cardinal Health Duties. With Customer's cooperation, Cardinal Health shall provide patient
care-oriented pharmacy services to the ACF with knowledge and expertise of the accreditation standards for
pharmaceutical services of The Joint Commission ("TJC"} or other accrediting agency as may be applicable, as
well as Medicare and Medicaid conditions of participation and applicable law.

a. Pharmacy Personnel. Cardinal Health shall provide one (1) onsite full-time project manager
and one {1) onsite full-time pharmacist-in-charge + director of pharmacy ("PIC/DOP") to set-up and manage the
Pharmacy at the ACF with specific duties and responsibilities as follows:

. The PIC/DOP shall:

{n Manage the Pharmacy staff, including the activities and performance of pharmactsts and
technicians and any students and interns

{2) Assure adequate control and documentation of controlled substances
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(10)

Support and oversee the preparation and delivery of medication throughout the ACF pursuant to
processes established by Customer

Report to the Customer issues concerning the development and malntenance of the information
systems and other technology applications within the Pharmacy and assist with implementing
repairs as reasonably requested .

Lead Pharmacy meetings

Participate in the ACF committee, poiicy or leadership meetings, as applicable

Identify areas for quality and safety improvements and suggest which areas take priority '
Perform staff pharmacist duties, as necessary

Responsible for the storage of drugs and ait drug storage areas, and for the disposal of drugs in
accordance with all applicable Federal, State and local laws and requirements.

Assist Customer in Pharmacy closure, including but not limited to drug and narcotic disposal,
return to vendor or use of a reverse distributor for crediting purposes to Customer's accounts,
assuring all accountability documents are organized and secured and reporting on Pharmacy
status and inventory of supplies, equipment and hours and schedule of Pharmacy staff,

Oversee the ordering of drugs and pharmaceutical supplfies in accordance with the esiablished
processes of the Customer .

Support Cardinal Health Remote Pharmacy Services in the implementation services as needed
Coordinate with Customer to obtain appropriate licensures, waivers or clearances.
Adhere to Customer's policies and procedures and comply with Customer's requirements related

to risk management, safety, security, fire, and infection control. Comply with all applicable State,
local and Federal laws and requirements during the term of the Agreement.

Project Manager shall:

Set up, develop and implement processes for the Pharmacy and pharmacy operations and for
the preparation and delivery of medication throughout the ACF or Customer's additional -

“alternative care facilities

Devetop and implement processes for the adequate control and documentation of controlled
substances _

Report to the Customer’s leadership issues concerning the development and maintenance of the
information systems and other technology applications for pharmacy operations at the ACF or at
additional allernative care facilities, and to assist with implementing repairs as reasonably
requested

Participate in committee, policy or leadership meetings, as applicable
Lead Pharmacy meetings
Identify areas for quality and safety improvements and suggest which areas take priority

Support Cardinal Health Remote Pharmacy Services in the implementation of services as
heeded

Coordinate with Customer to obtain appropriate ficensures, waivers or clearances

Oversee the ordering of drugs and pharmaceutical supplies in accordance with the established
processes of the Customer.

Develop and implement staffing and workflow model
2
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(11)  Assist Customer in the recruitment and hiring of pharmacy staff that meet or exceed the
minimum required competency standards

{12) Develop, implement and update as needed pharmacy and medication policies and procedures,
including but not limited to procedures for handling drug recalls

{13)  Collaborate with Custemer's leadership and personnel, and assist with the development of
orientation presentations and materials for new hires

{14)  Upon Customer’s request and pursuant to arrangement between Cardinal Health and Customer,
travel to other alternative care facilities of the Customer to perform the duties set forth herein and
oversee the implementation, operations and management of the pharmacies at such alternative
care facllities

(16)  Adhere to Customer's policies and procedures and comply with Customer's requirements
related to risk management, safety, security, fire, and infection control. Comply with all applicable
State, local and Federal laws and requirements during the term of the Agreement,

b. Staff Training and Development. Cardinal Health shall provide education materals for
Pharmacy personnel, and upon request, for the ACF physicians, nurses and other employees on current and
emerging pharmacy issues as requested by Custemer. Such materials may include; (i) routine updates
regarding drug therapies; (ii) new product evaluation; (iii) review of specific therapeutic categories; (iv) strategies
for controlling drug costs; and (v) material and information to address patient safety concerns including
medication error prevention strategies, adverse drug events and other important drug therapy related topics. At
the request of the Customer, Cardinal Health agrees to:

I, Participate in ACF and pharmacy orientation for new hires; and

ii. Oversee the standards and training of pharmacy staff on sterile product preparation in
compliance with USP 795/797/800 non-sterile and sterile preparation standards

. Pharmacy & Therapeutice Committee. If applicable, the PIC/DOP, or designee, shall
participate on ACF's committee that performs Pharmacy and Therapeutic review functions.
d. Clinical Services. Cardinal Health shali provide clinical strategies customized to meet the
ACF’s needs using proprietary tools and publications. Such services shall include:
i, Optimize drug use to promote safe and effective drug therapy
i, Provide evidence-based strategies for the provision of clinical initiatives

iit. Provide Cardinal Health clinical subject matter expert/clinical director to monitor system
and recommend actions to Customer's or ACF staff

e. Pharmacy Clinical and Quality Resources. Cardinal Health Project Manager and/or subject
matter experts shall provide clinical and quality-related documents and resources when available.

i, Clinical rescurces include evidence-based clinical information
ii Quality resources include;

(1) Access to Quality Matters!, a monthly electronic newsletter for conducting
educational in-service programs

(2) Generic policies and procedure related te quality issues that may be used as starting
templates

{3) URL links to quality, medication safety, regulatory, and accreditation rescurces

f. Patient Safety. Cardinal Health shall support the ACF's compliance with National Patient
Safety ("NP8") goals in effect at the time.

g. Reports. Cardinal Health shall provide reports, if applicable, measuring operational, financial
and clinical progress towards goals in its customary form.
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h. Pharmacy Inventory Management. Cardinal Health shall manage the Pharmacy’s inventory
and drug procurement at the ACF in accordance with Customer’s established inventory and drug procurement
processes and industry standards. Cardinal Health's inventory management responsibilities shall also inciude
monthly inspections for out-of-date drugs and short-date drugs processed for refurn credit when available,
management of breakage, shrinkage and loss, maximization of inventory turns and minimization of stock outs in
accordance with industry standards. A perpetual inventory shall not be maintained, except as required for
controlled substances by applicable law. . :

i .Order Drugs. Cardinal Health shall oversee the ordering of all drugs through Customer's
wholesale distributor contract and procurement process for drugs and pharmaceutical supplies at the AGF,

. Pharmacy Operations. The Pharmacy shall be open twenty-four hours a day, seven days a
week ("24/7"). Any changes in the Pharmacy's hours of operation or number of full-time equivalent employees
required may be considered a change of service, which may require renegotiation of this Agreement. Therefore,
any such change must be mutually agreed to in writing between the Parties.

k. Remote Pharmacy Services. Cardinal Health shall provide four and one-half (4.5) full-time
equivalent (“FTE") dedicated remote pharmacists to enter physician medication orders (the "Remote Pharmacy
Services”). The Remote Pharmacy Services as well as the applicable terms and conditions related to this
service are further detailed in Exhibit A, attached hereto and incorporated by reference herein. Customer may
request that Cardinal Health increase the number of FTE upon one (1} weeks' prior written notice and may
request that Cardinal Health decrease the number of FTE upon two (2) weeks' prior written notice. Notification
shall be from individuals referred to in the Notices section below .

i Additional Services. If Customer requests Cardinal Health to provide additional services
which require additional resources prior to execution of a further written agreement, Cardinal Heaith shall charge
Customer its usual and customary fee for such additional service.

1.02 Customer Duties. The Parties agree that Cardinal Health's success is predicated upen Customer's
cooperation, facilitation, and timely implementation of recommended or agreed upon initiatives. As such,
Customer agrees to perform the following:

a Licensure and Permits. Customer, with Cardinal Health's assistance, shall obtain all
necessary local, state and federal licenses and permits required for the operation of the. Pharmacy and shall
have the primary responsibility for record keeping and security of controlied substances maintained within its
premises, including the Pharmacy.

b. Grant of Authority, Customer shall allow Cardinal Health to act in its name, to the extent
permitted by law, and to the extent necessary to enable Cardinai Health to perform under this Agreement, under
permits issued in Customer's name by the applicable state Board of Pharmacy, Drug Enforcement
Administratien, and other governmental health care regulatory agencies that affect the operation of pharmacies.
Customer shall issue a Power of Attorney to Cardinal Health for the sole purposes of ordering and purchasing
controlled substances on its behalf for use at the ACF.

c. Cooperation. Customer shall actively suppert and require Customer’s employees, agents and
staff to (a) cooperate with Cardinal Health’s management of the Pharmacy as required by this Agreement; and
{(b) use and support cost containment and quality measurement tools reasonably requested by Cardinal Health.
if Cusfomer or its employees, agents or staff fail o cooperafe or use and support such tools, Cardinal Health
reserves the right to adjust and/or madify is fees.

d. Employees. All employees of the Pharmacy not referenced in Section 1.01{a) shall be
~ employees or agents of Customer, Unless otherwise agreed in writing, Customer shall, for the term of this
Agreement and any extension thereof, provide the services of at least the same number of full-time equivalent
registered pharmacists and support personnel that staffed the Pharmacy immediately preceding the operation of
the ACF. Such additional personnel may be required to support increased services, regulatory requirements and
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changes to operational hours, Customer shall be responsible for recruitment and final selection for all
Pharmacy employees.

e, Plant, Property, Supplies and Equipment

i, Customer shall retain respensibility for the Pharmacy's physical piant and compliance
with applicable federal and state laws, regulations and guidelines related thereto,
including environmental safety training required by applicable law. Customer is
responsible for implementing and maintaining information technology systems
necessary for continued Pharmacy operations, including any personnel required for
such implementation and maintenance, Customer shall provide fixed and movable
Pharmacy equipment, including maintenance required for the efficlent operation of the
Pharmacy.

i, Customer shall provide "Other Items" as necessary and customary for the successful
operation of the Pharmacy, including but not limited to reasonable office equipment,
supplies, dues and subscriptions, publications, and non-drug pharmaceutical supplies
used in preparation, packaging or storing of drugs and any items that Parties mutually
agree is necessary for the successful operation of the Pharmacy. if Customer is
unable to provide, Cardinal Health shail purchase such items on behalf of Customer
and pass the expenses through to Customer pursuant to Section 3.01{c).

f. Information Technology. Customer shall provide f‘omputers that meet the hardware and
software requirements of wholesaler and other vendors,

g. Credit Information. Customer shall provide Cardinal Health with any credit information prior to
the start of the services set forth in this Agreement and, after that, as may be reasonably requested by Cardinal
Health from time to time. Notwithstanding the foregoing, Customer shall not have to provide any credit
information if it is a department/agency of the State of California.

h. Invoice Payment. Customer shall be responsible for the payment of all drug invoices, (gven
though such drugs were ordered by Cardinal Health on behalf of Customer for the ACF) together with all
applicable sales, use, excise, gross receipts, or other federal, state, or local taxes or other assessments, on its
purchase of taxable drugs.

ARTICLE |l
LICENSURE AND REGULATORY REQUIREMENTS

201 Services provided shall comply with all applicable laws, ordinances, regulations and standards of ail
applicable accrediting bodies, in effect during the term of this Agreement, as well as those written policies of the
ACF made available to Cardinal Health, including those related to risk management, safety, security, fire, and
infection control.

2.02  All pharmacists who dispense Drugs shall be duly licensed as pharmacists as required under the taws of
the state in which Customer is located. In addition, all Customert's employees, agents and staff who provide
patient services shall be certified and/or licensed and in good standing as required by the laws of the state in
which Customer is located. Each Party shall immediately notify the other should this status change.

2.03  Neither Party is excluded nor disqualified in any manner from participation in any federally-funded
health care program. Each Party shall notify the other party as soon as possible should this status change.

2.04  Each Party covenants that it is in gocd standing under the laws of the state in which it is organized and
has the power and authority to enter into this Agreement. Each Party shall immediately notify the other should
this status change.
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ARTICLE Ili
COMPENSATION AND FINANCIAL ARRANGEMENTS

3.01. Cardinal Health shall invoice Customer and Customer shall pay Cardinal Health for the following
services set farth below:

a. Monthly Management Fee. A monthly fee in the amount of sixty-five thousand dollars
($65,000) ("Management Fee"). Services provided for one or more days in any given month shall be subject to
the full amount of the Management Fee. Following the Initial Term (defined below) and provided that the
services of the PIC/DOC are no longer necessary at the ACF or any other Alternative Care Facility operated by
Customer, Cardinal Health agrees the Management Fee shall be reduced fo $50,000 per month for services
provided by the Project Manager only. '

b. Salary, Wages and Benefits. Cardinal Health's actual cost of the PIC/DOP's salary, wages,
and benefits, including productive and non-productive time and deferred compensation (retention bonuses) not
to exceed $20,000 per month. .

C. Other ltems. Should the Customer be unable to supply an item as defined in Section 1.02(e),
then Cardinal Health shall purchase and pass through the item at invoice cost,

d. Travel Expenses. Project manager's and PIC/DOP's travel expenses shall be passed through
to Customer.

e, Remote Pharmacy Services (“RPS”) Fees.

i. RPS Start-up Fee. Customer agrees to pay Cardinal Health a one-time Start-Up Fee
" in the amount of eight thousand five hundred dollars ($8,500).

i Monthly RPS Fee.  Customer agrees to pay Cardinal Heaith a Monthly RPS Fee in
the amount of seventeen thousand dollars ($17,000) per menth per full-time RPS
pharmacist. '

f. Taxes. Customer shall pay all sales, use, excise, gross receipts, or other federal, state, or local
taxes (other than taxes based solely on the net income of Cardinal Health) in connection with or arising out of
the transactions contemplated by this Agreement and shall reimburse Cardinal Health for any and all costs
associated with any Cardinal Health payment on Customer’s behalf, including, without limitation, any interest,
penalties, audit costs or attorney’s fees. If Customer is exempt from sales, use, excise, gross receipts, or other
federal, state, or jocal taxes, Customer shall provide documentation of such exemption to Cardinal Health.
Customer shall immediately notify Cardinal Health, in writing, of any change in its lax status. If Customer's
exempt status is challenged by any jurisdiction, Customer shall be solely responsible for resolving any such
dispute and shail immediately notify Cardinal Health of the dispute. Customer shall hold Cardinal Health
harmless and reimburse any expenses that Cardinal Health may incur as a result of any such challenge.

3.02. Payment Terms.

a. Cardinal Health shali provide an estimated invoice to Customer each calendar month for the
pharmacy services listed in section 3.01(a) - {e) to be provided during the following Service Month pursuant to
this Agreement, and any applicable credits or debits arising from the reconciliation of the prior Service Month's
actual invoice to the estimated invoice. (A Service Month is defined as the month in which services are
rendered to the Customer.) Cardinal Heaith shall provide such estimated invoice fifteen (15) days prior to each
Service Month

b. Each Cardinal Health invoice shall contain the following:

Agreement # XX-XXAXX

Attention:

California Department of Public Health

Center for Health Care Quality, Licensing and Certification Program
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MS 3001
PO Box 997377
Sacramento, CA 95899-7377

C. All documentation to support expenditure submissions for reimbursement shall be provided in
accordance with generally accepted accounting principles, including but not limited to timesheets, purchase
documents, receipts and pay reconcitiation documentation.

d.  Invoices submitted by Cardinal Health to Customer pursuant to this Agreement shall be paid by
Customer in accordance with the Catlifornia Prompt Payment Act codified in Title 1, Division 3.8, Part 3,
Chagpter 4.5, sections 927 through 927,13 of the Government Code.,

3.03 Dispute Resclution ' in the event Customer disputes a portion of an invoice, Customer shall
provide Cardinal Health the following information within seven (7) days of invoice date: (1) invoice number, (2)
amount disputed, and (3) specific details as o the nature of the dispute. The Parties shall use best efforts to
resolve any disputes within thirty (30) calendar days from the date Customer provides Cardinal Health with
information regarding the invoice dispute as set forth herein.. Any credit due to Customer or additional changes
resulting from the dispute resolution shall appear as a line item on Customer’s next monthly invoice. Each Party
shall appoint a representative to review invoice detail monthly and meet as needed fo reconcile.

ARTICLE IV
TERM AND TERMINATION

4.01 _ Term of Aareement The term {the “Initial Term”) of this Agreement shall begin upon execution of the
Agreement by both parties ("Effective Date”), through June 30, 2020 unless subject to earlier termination as set
forth betow. Thereafter, the Agreement shall be renewed on a month-to-month basis for no greater than (6)
successive months upon the same terms and conditions contained herein uniess either Party notifies the other
in writing no later than thirty {30) days prior to the Termination Date (defined below) of its intent not to renew.
The “Termination Date" shall occur upen the expiration of the Initial Term of this Agreement or any extension,
or the date on which this Agreement expires pursuant to the exercise by either Party of its termination rights,

"4.01. Default Either party may affect an early termination of this Agreement upon the occurrence of a
material breach by the other party. The non-breaching party must give written notice to the breaching party of
the nature and occurrence of such breach. If (i) the breach is not cured by the expiration of sixty (60} days from
the date of such notice, or (ii) the breaching party has not made reasonable efforts to effect the cure within such
sixty (60) day period, or (iii) the breach cannot reasonably be cured within the sixty (60) day period, then the
non-breaching party may, in addition to any and ali other rights or remedies it may have, provide written notice
to the breaching party that this Agreement will be terminated immediately following the expiration of such sixty
(60) day period. Notwithstanding the foregoing, in the event of a payment default that is not resolved through
the Dispute Resolution procedures set forth above, Cardinal Health may terminate this Agreement upen ten (10)
days' prior written notice.

4.02. Termination
a. Effect of Termination

i. Termination shall not affect any liability or obligation of either Party accrued prior o
termination.

b. Customer’s Duties Upon Notice of Termination

If applicable, initiate the processes of Staie Board of Pharmacy notification and re-

licensure, including, but not limited to federal and state licenses, as applicable under

the laws of the state in which Customer is located. If for any reason any license

remains in Cardinal Health's name after termination of this Agreement, Customer shall

pay a monthly fee of fifteen thousand dollars {($15,000) for each month until all licenses
7
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have been established in Customers name This Section 4. 03 (b) (i) shall survive
termination of this Agreement.

ii, Should a Cardinal Health employee or agent continue to work at or provide services to
Customer following termination of this Agreement, Customer shall pay Cardinal Health
twenty percent (20%} of the employee’s or agent's annual base salary in effect at the
time unless the Parties arranged otherwise. This shall not apply to any Cardinai
Health employee who was previously employed by Customer.

iii. Upan termination of this Agreement, all Cusfomer specific manuals, policies and -
procedures utilized in the Pharmacy, and patient records necessary to operate the
Pharmacy shall remain in the Pharmacy sufficient to meet the EOP for continuity of
patient care as required by TJC. To the maximal extent allowed under California law,
Customer agrees to provide Cardinal Health access to or copigs of such documents
reasonably requested by Cardinal Health to the extent necessary to handle claims
brought after termination, subject to execution of appropriate confidentiality agreement.

C. Physical Inventory. Upon termination of this Agreement, a physical inventory count of all
Pharmacy centrolled substances shall be performed according to the applicable federal and state laws and
regulations and such records necessary to effect transfer of responsibility for controlled substances to Customer
shall be completed.

ARTICLE V
FEMA PROVISIONS

501, Changes Any cost of a change, modification, change order, or constructive change to the
Agreement must be allowable and allecable within the scope of this Agreement, and reascnable for the
completion of scope of work. Changes can be made by either party to alter the method, price, or schedule of
the work without breaching the Agreement if both parties approve in writing.

5.02. Compliance with Federal Law, Regulations, and Executive Orders This is an acknowledgement
that the Federal Emergency Management Agency (FEMA) financial assistance will be used to fund all or a
portion of the Agreement only. Cardinal Health will comply with all federal law, regulations, executive orders,
FEMA policies, procedures, and directives,

6.03. No Obligation by Federal Government The Federal Government is not a party to this
Agreement and is not subject to any obligations or liabilities to the non-Federal entity, Agency, or any other party
pertaining to any matter resulting from the Agreement.

5,04, Program Fraud and False or Fraudulent Statements or Related Acts Cardinal Health
acknowledges the 31 U.S.C. Chapter 38 (Administrative Remedies for False Claims and Statements) applies to
Cardinal Health's action pertaining to this Agreement.

5.06. Clean Air Act Cardinal Health agrees to comply with all applicable standards, orders or regulations
issued pursuant to the Clean Air Act, as amended, 42 U.S.C. § 7401 et seq. Cardinal Health agrees to report
each violation to the Customer and understands and agrees that Customer will, in turn, report each violation as
required to assure noftification to the Federal Emergency Management Agency, and the appropriate
Environmental Protection Agency Regicnal Office. Cardinal Health agrees to include these requirements in
- gach subcontract exceeding $150,000 financed in whole or in part with Federal assistance provided by FEMA.
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5.06. Federal Water Pollution Contro! Act Cardinal Health agrees to comply with all applicable standards,
orders, or regulations issued pursuant to the Federal Water Pollution Control Act, as amended, 33 U.S.C. 1251
et seq. Cardinal Health agrees to report each violation to the Customer and understands and agrees that the
Customer wili, in turn, report each violation as required to assure nofification to the Federal Emergency
Management Agency, and the appropriate Environmental Protection Agency Regional Office. Cardinal Health
agrees to include these requirements in each subcontract exceeding $150,000 financed in whole or in part with
Federal assistance provided by FEMA.

5.07. Debarment and Suspengion This Agreement is a covered transaction for purposes of 2 C.F.R. pt.
180 and 2 C.F.R. pt. 3000. As such, Cardinal Health is required to verify that none of Cardinal Health's
principals (defined at 2 C.F.R. § 180.995) or its affiliates (defined at 2 C.F.R. § 180.905) are excluded (defined
at 2 C.F.R. § 180.940) or disqualified (defined at 2 C.F.R. § 180.935). Cardinal Health must comply with 2
C.F.R. pt. 180, subpart C and 2 C.F.R. pt. 3000, subpart C, and must include a requirement to comply with
these reguiations in any lower iier covered transaction it enters into. This certification is a material
representation of fact relied upon by the Customer. If it is later determined that Cardinal Heaith did not comply
with 2 C.F.R. pt. 180, subpart C and 2 C.F.R. pt. 3000, subpart C, in addition to remedies available to the
Customer, the Federal Government may pursue available remedies, including but not limited to suspension
and/or debarment.

5.08. Byrd Anti-Lobbying Amendment, 31 U.$.C. § 1352 (as amended) The contractor who apply or
bid for an award cf $100,000 or more shall file the required certification, Each tier certifies to the tier above that
it will not and has not used Federal appropriated funds to pay any person or ¢rganization for influencing or
atlempting to influence an officer or employee of any agency, a Member of Congress, officer or employee of
Congress, or an employee of a Member of Congress in connection with obtaining any Federal contract, grant, or
any other award covered by 31 U.8.C. § 1352, Each tier shall also disclose any iohbying with non-Federal funds
that takes place in connection with obtaining any Federal award. Such disclosures are forwarded from tier to tier
up to the recipient who in turn will forward the certification{s) to the awarding agency. Enclosed as Exhibit B is
a copy of the Certification Regarding Lobbying, 44 C.F.R. PART 18, that will be signed and submitted by
Agency at the execution of this Agreement.

ARTICLE Vi
GENERAL PROVISIONS

6.01__ Confidentiality Cardinal- Heaith's pricing, business plans, processes and strategies all
consfitute "Confidential Information” of Cardinal Health subject to any exclusion under California law. The
Parties shall not disclose or use any Confidential Information for any purpase other than as set forth herein. The
Parties shall protect the Confidential Information in the same manner that they protect the confidentiality of their
own proprietary and confidential information of like kind, but in no event shall they exercise less than reasonable
care in protecting such Confidential information. If either Party is compelled by law to disclose any Confidential
Information, it shaill provide the other Party with prior notice of such compelled disclosure and reasonable
assistance to contest the disclosure. |If either Party discloses or uses (or threatens to disclose or use) any
Confidential Information of the other Party in breach of this Section, the aggriaved Party shall have the right, in
addition to any other remedies available to it, to seek injunctive relief to enjoin such acts, it being specifically
acknowledged by the Parties that any other available remedies are inadequate. This Section 5.01 shall survive
the termination or expiration of the Agreement for a period of three (3) years. Notwithstanding the foregoing,
any obligations of confidentiality and non-use governing Protected Health Information (as defined by HIPAA)
that are included in a Business Associate Agreement in effect between the parties shall continue in effect in
accordance with the terms of such Agreement and as required by applicable law.

The obligations created by this Section herein shall not apply to particular Confidential Information if the Party in
receipt of the Confidential Information (“Recipient"} can reasonably demonstrate such Confidential Information;
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a. is in the public domain at the time of the disclosure of Confidential Information by disclosing Party to
Recipient;

b. becomes publicly available subsequent to disclosure of Confidential Information by disclosing Party
without Recipient's breach of any obligations owed the disclosing Party;

c. became known by Reclipient at any time from a source other than the disclosing Party and other than by
breach of an abligation of confidentiality owed to the disclosing Party;

d. was otherwise known by Recipient prior to disclosure of Confidential Information by disclosing Party to
Recipient; or

e. was independently developed by Recipient without reference to, exposure to, use of, or disclosure of
any Confidential Information.

6.02 Insurance Without limiting any other obligation or liability undar this Agreement, each Party agrees that
upon execution of this Agreement and through its entire effective period, each Parly shall at its own cost and
expense, to obtain and maintain insurance coverage with limits and conditions not less than those specified
below:

a, Commermal General Liability lnsurance with & per occurrence limif of not less than two million
dollars ($2,000,000).

b. Professional Liability insurance with a limit of not less than five million dollars ($5,330,000).

c. Workers' Compensaticn and Employer's Liability insurénce with statutoty limits for Workers'
Compensation and Employer’s Liability insurance limits of not less than one million dollars ($1,000,000). Each
Party shall waive subrogation rights against the other.

The Parties acknowledge that either Party may be self-insured for any or all of the coverages and types of
losses required in this Section., For the above described insurance policies will be issued by insurance carriers
with an A.M. Best Rating of at least A-VII. Upon execution of this Agreement and upon renewal of the required
insurance policies, if not self-insured each Party agrees to provide avidence of the insurance required in this
Agreement. In the event that any of the above described insurance policies are written on a claims made basis,
then such policy{ies) shall be maintained during the entire period of this Agreement and for a period of not less
than three {3) years following the termination or expiration of this Agreement.

Cardinal Health shall ensure that its agents and non-employee staff providing services at the Customer maintain
and provide evidence of the same insurance that each is required to maintain as described in this Section.

6.03 Discounts Any rebates and price reductions provided in this Agreement may constitute a “discount or
other reduction in price,” as defined under the Medicare/ Medicaid Anti-Kickback Statute, on products and
services purchased from Cardinal Health, Customer shall comply with any and all requirements imposed on
buyers, respectively, under 42 U.8.C. § 1320a-7h{b)(3){A) and the “safe harbor" regulations regarding discounts
or other reductions in price set forth in 42 C.F.R. § 1001.952(h). Customer may be obligated to accurately
report, under state or federal programs which provide cost or charge based reimbursement, the net cost actually
paid by Customer. : :

6.04 Access to Records For a period of four (4) years after Cardinal Health has performed the Agreement,
Cardinal Health shall make available, upon written request of the Secretary of the Department of Health and
Human Services (“Secretary”), or upon request of the Comptroller General of the United States ("Comptroller”),
or any of théir duly authorized representatives (collectively, the “Requesting Party”), the Agreement and any
books, documents, and records necessary to certify the nature and extent of the costs paid by Customer to
Cardinal Health pursuant to the Product Agreement (“Access”). If Cardinal Health pays a subcontractor more
than $10,000 over a twelve (12) month period to perform the Agreement, then Cardinal Health shall obligate the
subcontractor to permit Access to the Requesting Party.

86.05 Press Release or Public Announcements Neither Party will make any press release regarding
this Agreement or the transaclions contemplated hereby without the other Party's express prior written consent,
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except as required under applicable law or by any governmental agency, in which case the Party required to
make the press release shall use commercially reasonable efforts to obtain the approval of the other Party as to
the form, nature and extent of the press release prior fo issuing the press release.

6.06_Exclusion of Consequential Damages NEITHER PARTY SHALL BE LIABLE TO THE OTHER PARTY
FOR INCIDENTAL CONSEQUENTIAL OR SPECIAL DAMAGES, INCLUDING, WITHOUT LIMITATION LOSS
OF BUSINESS OR PROFITS.

6.07 Data All data submitted by Customer to Cardinal Health pursuant to this Agreement ("Customer Data")
remains the sole property of Customer. Customer grants to Cardinal Health a non-exclusive, perpetual, royalty-
free license to use, copy, store, modify and display the Customer Data for any lawful purpose, including without
limitation, providing the service, creating reports and statistical analyses about the service such as usage or
autheorized user traffic patterns, and making such data available in aggregate form to third parties, provided that
such information does not include Customer's name or personally identifying information. |f Customer Data
contains Protected Health Information as defined by 45 C.F.R. §164.501, then Cardinal Health shall de-identify
that Customer Data pursuant to 45 C.F.R. § 164.514 prior to using or disclosing that Customer Data.

6.08 Immunity from Liability Customer represents that California Government Code §§ 8659 and 8567(b), as
welt as California Civil Code § 1714.5(b), apply fo the Agreement which provides, in pertinent part, that health
workers the State of California obtains through its agencies, including Customer, shall be entitled to full statutory
immunity from general liability in this cutrent state of emergency.

6.08 Force Majeure If a Party is reasonably prevented from performing an obligation of this Agreement
because of fire, flood, wind, earthquake, explosion or other disaster, acts of military authorities, acts of civil
authorities unrelated to any violation of law by the Party, war, riot, insurrection, act of terrorism or other cause
beyond the Party’s reasonable control (collectively, a “Force Majeure Event”), then that Party shall not be in
breach of this Agreement during the period that the Party is prevented from performing the obligation because of
the Force Majeure Event provided that the Party (i) promptly delivers notice to'the other Party identifying the
Force Majeure Event and (ii) exercises reasonable commercial efforts to resume performance as soon as is
reasonably possible.

610 Business Associate Obligations. , The Parties agree to be bound by the terms of the business
associate agreement sef forth in Exhibit C as it relates to the provisions set forth herein to protect confidential
patient information under the Health Insurance Portability and Accountability Act of 1896 {*HIPAA™), the Privacy
 and Security Rules, 45 C.F.R. parts 160, 162 and 164 and the Health Information Technology for Economic and
Clinical Health Act, included in Division A, Title XIII, Subtitle D of The American Recovery and Reinvestment Act
of 2009, Pub. L. No. 111-5, 123 Stat. 115 (February 17, 2008), and any regulations or agency guidance Issued
pursuant thereto ("HITECH").

6.11 Assignment Neither Party may assign any rights or obligations under the Agreement without the
other Party's prior written consent, which shall not be unreasonably withheld, provided that either Party may with
notice assign all of such Party’'s rights and obligations under the Agreement without the other Party's
consent: (i) to an affiliate; or {ii} incident to the transfer of all or substantially all of such Party’'s business assets.

6.12 Notices Any notice from one Party to the other Party shall be in writing and shali be deemed to be
given: (i) upon delivery if by hand or by overnight courier; or (ii) three days after mailing, if by certified or
registered mail to the receiving Party's Notice Address below. Either Party may change its Notice Address upon
delivery of notice to the other Party.

Cardinal Health Pharmacy Services, LLC
Attn: VP, Managed Services

13651 Dublin Ct,,

Stafford, Texas 77477

California Department of Public Health
Attn: Jen Hill
11




Pharmacy Agreement

CardinalHealth

1616 Capitol Avenue, MS 3202
Sacramenio, California 85814

6.13  Severability; Non-Waiver If a court or other body of competent jurisdiction declares any term of the
Agreement invalid or unenforceable, then the remaining terms shall continue in full force and effect. No right
created by the Agreement shall be deemed waived unless specifically and expressly waived in a writing signed
by the Party possessing the right. '

6.14 Geverning Law The Agreement shall be governed by the laws of the state identified in Customer's
Notice Address above, without regard to that state’s conflicts of law provisions,

6.15 Independent Contractor The Parties expressly acknowledge and agree that Cardinal Health is
neither the employer nor joint employer of any of the individuals paid as employees of Customer and that
Customer is neither the employer nor joint employer of any of the individuals paid as employees of Cardinal
Health.

6.16 Entire Agreement; Amendment The Agreement constitutes the entire agreement and understanding
of the Parties regarding the subject matter of the Agreement and supersedes all prior written and oral
agreements, proposals, and understandings between the Parties regarding the subject matter of the Agreement.
No changes to the Agreement shall be effective unless signed by each Party.

6.17  Agreement Signatures This Agreement may be executed in one or more counterparts, each of which
shall constitute an original, but all of which together shail constitute one instrument. - Signatures to this
Agreement may be delivered by facsimile, by electronic mail (e.g., a “.pdf’ file) or by any other electronic means
that is intended to preserve the original appearance of the document, and such delivery will have the same
effect as the delivery of the paper document bearing the actual, handwritten signatures. -

Each person signing this Agreement represents that hefshe intends to and has the authority to bind
his/her Party to this Agreement.

CALIFORNIA DEPARTMENT OF PUBLIC HEALTH CARDINAL HEALTH PHARMACY SERVICES, LLC

N ‘ - %—L'\f ' Michagl D, Brown
By: By : Michasl . Brown (Apr 14, 2020)

Michael D, Brown

Print:__ Timothy Bow Print:
Title:  Procurement Officer, Emargency Operatoins Title: V.P. Managed Services
Date Signed: 4/14/2020 Date Signed:_APr 14, 2020

Last Modified on 4/10/2020
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EXHIBIT A
REMOTE PHARMACY SERVICES

ARTICLE |
DEFINITIONS & DUTIES
Definitions

a. “Remote Pharmacy Services” or “Service(s)”. Cardinal Health shall provide Customer its service of
remote entry of physician medication orders,

b. “Order Lines"; Individual medication orders entered, discontinued, or modified by Cardinal Health.

c. "Order Entry Variance”: Includes, but is not limited to, a Medication Error (as defined below) or a
medication entry entered by Cardlnal Health that varies from the standard procedure according to
Customer's policy and procedures.

Drugs Administered to Patients Customer affirms that drugs administered to the Customer’s patients
shall only be pursuant to lawful order therefore.

Customer Duties upon Execution of Agreement To assist in preventing delays by Cardinal Health in
starting Services with Customer and prior to being able to go-live with the remote services Customer
shall:

a. Complete implementation forms provided by Cardinal Health;

b. Establish and complete connectivity with access and testing;

c. Provide software licenses and media as may be necessary for Cardinal Health to remotely access
Customer's system and perform required pharmacy functions; and

d. Provide login (access) codes for Cardinal Heaith pharmacists and/or technicians.

Customer Duties After Start of Service Customer agrees to provide the foliowing to Cardinal Health, as

may be necessary, on an on-geing basis once Services have begun:

a. New login (access} codes that are requested by Cardinal Health are to be provided within three (3)
business days of such request;

h. Best efforts to meet connectivity and system speed standards consistent with Customer’s on-site
operations;

¢. Best efforts to standardize Customer's order entry process and policies and precedures; and
d. Complete and fax Order Entry Variance forms.

e. Notification that there are orders for processing. This notification may be by electronic transmission
of order notifications through Cardinal Health's Medication Order Management Systern soflware,
phone call or via fax to the Cardinal Health pharmacy service team.

Employee Confidentiality = Cardinal Heafth will not provide employee-level confidential information,
including but not limited to, Social Security Number ("SSN") and/or Date of Birth ("DOB") for reasons of
assigning access codes to Customer's pharmacy computer system or for any other reason.

Elements of Performance Pursuant to the leadership standards by the applicable accrediting agencies
in effect during the term of this Agreeement, the Parties agree to monitor “Medication Errors” as a metric
for the quality of Services provided pursuant to this Agreement. For purposes of this Agreement,
“Medication Errors”™ shall mean any preventable event that may cause or lead to inappropriate
medication use or patient harm occurring as a direct result of Cardinal Health’s action or inaction during
the Hours of Service, as set forth below.

a. Standard of Performance ' Itis Customer’s expectation that the Order Lines processed by Cardinal
Health during the Hours of Service shall have a Medication Error rate of one-half percent (0.5%) or
less.
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b. Tracking Cardinal Heaith shall provide Customer a monthly report of Order Entry Variances

and/or Medication Errors as tracked by Cardinal Health’'s Medication Order Management System. It
shall remain the responsibility of Customer’s quality director (or designee) to review such report with
Customer's leadership and quality committee as applicabla,

Termination In such event that Cardinal Health's Medication Error rate exceeds the Standard of
Performance, set forth above, for a given three (3) month period, Customer shall notify Cardinal
Health of such deficiency and allow Cardinal Health an opportunity to improve its performance.
Should Cardinal Health's Medication Error rale exceed the Siandard of Performance for a
subsequent three (3) month period, Custemer shall have the right to terminate the Agreement upon
thirty (30) days’ written notice to Cardinal Health,

ARTICLE Il
REMOTE PHARMACY SERVICES

Remote Pharmacy Services Cardinal Health's Remote Pharmacy Services include:

a,

Offslte pharamcist review and verification of all medication orders entered into the ACF's electronic
health information system. Cardinal Health staff shali review and enter all medication Order Lines
into Customer's pharmacy information system with an average turnaround time of sixty (60)
minutes for routine Order Lines, and an average turnaround time of fifteen (15) minutes for stat
Order Lines;

Cardinal Health staff shall review and enter all medication Order Lines into Customer's pharmacy
information system with a targeted Order Entry Variance rate of less than one-half percent (0.5%);

Cardinal Health pharmagcists shall intervene on incomplete or questionable crders with appropriate
Customer medical staff and shall make best efforts to resolve interventions-during the shift;

Cardinal Health pharmacists shall be available by telephone to respond and/or provide information
and clinical support to Customer’s staff;

The PIC/DOP and Customer designee shall have access to Cardinal Health’s web-based client
portal from which reports detailing Cardinal Iealth’s Order Line processing activities may be
printed;

Cardinal Health shall record and malntasn daily Order Line volume to support Cardmal Health’s
Order Line processing activities;

Cardinal Health shall provide reports measuring operational, financial and clinical progress towards
goals in its customary form. In addition, Cardinal Health shall provide reports in a manner sufficient
to meet the Elements of Performance ("EOP") for contracted services as required by TJC.
Standardized tracking and reporting of productivity, clinical and quality metrics shall be provided to
Customer on a daily basis with clinical consultations documented and reported to Pharmacy on a
monthly basis.

Cardinal Health pharmacist may provide video verification services as needed to verify technicians
retrieval of the correct medication from the Pharmacy. Customer agrees to prowde a high definition
camera in order for Cardinal Health to provide this service. '

Cardinal Health shall provide training to Customer's staff on remote processes, application and
software systems specific to facilitate remote services at the ACF.

Cardinal Health shall provide IT support 24 hours a day, 7 days a week during the time period of the
agreement, to ensure availability of Service and secure connection to the ACF pharmacy's health
information system. Cardinal Health shall not be responsible for IT issues relating to Customer's
systems,

An tmplementation pharmacist to complete an order process%hg assessment and create order
verification policies and procedures for the ACF Pharmacy;

Ongomg delivery of remote pharmacy coverage at the ACF Pharmacy
14
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Hours of Service Cardinal Health shall provide Remote Pharmacy Services to the ACF 24 hours a day,
7 days a week, and Customer shall provide reasonable advanced notice to Cardinal Health RPS Center
Directer of any change in dates, times and hours of service.

Start-Up Fee  The Start-up Fee set forth in Section 3.01 of the Pharmacy Agreement includes the
sfartup costs associated with the evaluation of Customer processes by Cardinal Health staff, fraining of
Cardinal Health staff on Customer procedures, as well as computer-related expenses io integrate Cardinal
Health Services into Customer's system. The Starl-Up Fee shall be included on the first Service invoice to
Customer.

a. Should Customer require additional equipment or software licenses to enable integration into Cardinal
Health's Services, the costs for such equipment or software license shall be in addition to the Start-Up
Fee and shall appear as a line tem charge on the next monthly Service invoice to Customer.

¢. Cancellation Prior fo Start of Service

i. Should Customer terminate this Agreement prior to commencement of Service and Cardinal
Health has not performed the evaluation as noted above, Customer agrees to pay Cardinal
Health a Cancellation Fee equal to fifty percent (50%) of the Start-Up Fee.

ii. If Cardinal Health has performed the evaluation noted above and Customer terminates this
Agreernent prior to commencement of Service, it shall remain a responsibility of Customer to
pay Cardinal Health the full Start-Up FFee.

QOrder Transmission Process Change  If Customer changes its process by which medication order
sheets are transmitted to Cardinal Health, whether from “fax transmission” to “digital scan technology” or
the reverse, or by way of angcther method aitogether, either Party shall have the option to renegotiate
the financial terms of this Agreement.
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EXHIBIT B
CERTIFICATION REGARDING LOBBYING (44 C.F.R._PART 18)

Certification for Coniracts, Grants, Leans, and Cooperative Agreements
The undersigned certifies, to the best of his or her knowledge and belief, that;

1. No Federal appropriated funds have been paid or will be paid, by or on behalf of the undersigned, to any
person for influencing or attempting to influence an officer or employee of an agency, a Member of Congress, an
officer or employee of Congress, or an employee of a Member of Congress in connection with the awarding of
any Federal contract, the making of any Federal grant, the making of any Federal loan, the entering into of any
cooperative agreement, and the extension, continuation, renewal, amendment, or modification of any Federal
contract, grant, loan, or cooperative agreement. .

2. If any funds other than Federal appropriated funds have been paid or wiill be paid to any person for
influencing or atternpting to influence an officer or employee of any agency, a Member of Congress, an officer or
employee of Congress, or an employee of a Member of Congress in connection with this Federal contract,
grant, loan, or cooperative agreement, the undersigned shall complete and submit Standard Form-LLL,
“Disclosure Form fo Report Lobbying,” in accordance with its instructions.

3. The undersigned shall require that the language of this certification be included in the award deeurments for all
subawards at all tiers (inctuding subcontracts, subgrants, and centracts under grants, loans, and cooperative
agreements) and that all subrecipients shall certify and disclose accordingly.

This certification is a material representation of fact.upon which reliance was placed when this transaction was
made or entered into. Submission of this certification is a prerequisite for making or entering into this transaction
imposed by section 1352, title 31, U.8. Code. Any person who fails to file the required certification shall be
subject to a civil penalty of not less than $10,000 and not more than $100,000 for each such failure,

Cardinal Health certifies or affirms the truthfulness and accuracy of each statement of its certification and
disclosure, if any. In addition, Cardinal Health understands and agrees that the provisions of 31 U.8.C. Chap.
38, Administrative Remedies for False Ciaims and Statements, apply to this certification and disclosure, if any.

Michas! D. Brown

Michzel D. Brown (Apr 14, 2020)

Signature of Cardinal Health's Authorized Official

Michael D, Brown V.P. Managed Services
Name and Title of Cardinal Health's Authorized Official

AL 2020
Date
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EXHIBITC
BUSINESS ASSQCIATE AGREEMENT
Recitals
A, The underlying contract (Agreement}, to which this HIPAA Business Associate Addendum is attached .

to and made a part of, has been determined to constitute a business associate relationship under the
Health Insurance Portability and Accountability Act of 1986, Public Law 104-191 (*HIPAA"), the Health
Information Technology for Economic and Giinical Health Act, Public Law 111-005 ('the HITECH Act"),
42 U.8.C. section 17921 et seq., and their implementing privacy and security regulations at 45 CFR
Paris 160 and 164 (‘the HIPAA regulations").

The Department of Public Health (*CDPH") wishes fo disclose to Business Associate certain information
pursuant to the terms of the Agreement, some of which may constitute Protected Health Information
("PHI", including protected health information in electronic media {“ePHI"), under federal law, and
personal information {"PI") under state law.

As set forth in the Agreement, Contractor, here and after, is the Business Associate of CBDPH acting on
CDPH' behalf and provides services, arranges, performs or assists in the pefformance of functions or
activities on behalf of CDPH and creates, receives, maintains, transmits, uses or discloses PHI and PI.
CDPH and Business Associate are each a party to the Agreement and are collectively referred to as the
"parties.”

The purpose of this Addendum is to protect the privacy and security of the PHI and Pl that may be
created, received, maintained, transmitted, used or disclosed pursuant to the Agreement, and to comply
with certain standards and requirements of HIPAA, the HITECH Act and the HIPAA regulations,

including, but not limited to, the requirement that CDPH must enter into a contract containing specific

requirements with Contractor prior to the disclosure of PHI to Contractor, as set forth in 45 CFR ‘Parts
160 and 164 and the HITECH Act.

The terms used in this Addendum, but not otherwise defined, shall have the same meanings as those
terms have in the HIPAA regulations. Any reference to statutory or regulatory language shall be to such
language as in effect or as amended.

Definitions

A

Breach shali have the meaning given to such term under HIPAA, the HITECH Act, and the HIPAA
regulations.

Business Associate shall have the meaning given to such term under HIPAA, the HITECH Act, and the
HIPAA regulations.

Covered Entity shall have the meanlng given to such term under HIPAA, the RITECH Act, and the
HIPAA regulations.

Electronic Health Record shall have the meaning given to such term in the HITECH Act, including, but
not fimited to, 42 U.5.C Section 17921 and implemeanting regulations.

Electronic Protected Health Information (ePHI) means individually identifiable health information
transmitted by electronic media or maintained in electronic media, including but not limited to electronic
media as set forth under 45 CER section 160.103,

Individually [dentifiable Health Information means health information, including demographic information

collected from an individual, that is created or received by a health care provider, health plan, employer

or health care clearinghouse, and relates to the past, present or future physical or mentai health or

condition of an individual, the provision of health care to an individual, or the past, present, or future

payment for the provision of health care to an individual, that identifies the individual or where there is a
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reasonable basis to believe the information can be used to identify the individual, as set forth under 45
CFR section 160.103.

G. Privacy Rule shall mean the HIPAA Regulation that is found at 45 CRF Parts 160 and 164.

H. Personal Information shall have the meaning given to such term in Callfornla Civil Code sections 1798.3
and 1798.29,

I Protected Health Information means individually identifiable health information that is transmitted by
electronic media, maintained in electronic media, or is transmitled or maintained in any other form or
medium, as set forth under 45 CFR section 160,103,

J.  Required by law, as set forth under 45 CFR section 164.103, means a mandate contained in law that
compels an entity to make a use or disclosure of PHI that is enforceable in a court of law. This includes,
but is not limited to, court orders and court-ordered warrants, subpoenas or summons issued by a court,
grand jury, a governmental or tribal inspector general, or an administrative body authorized to require
the production of information, and a civit or an authorized investigative demand. 1t also includes
Medicare conditions of participation with respect to health care providers parficipating in the program,
and statutes or regulaticns that reguire the production of information, including statutes or regulations
that require such information if payment is sought under a government pregram providing publlc
benefits.

K. Secretary means the Secretary of the U.S, Depariment of Health and Human Services ("HHS") or the
Secretary's designee.

L. Security Incident means the attempted or successful unauthorized access, Use, disclosure, modification,
or destruction of PHI or PI, or confidential data that is essential to the ongoing cperation of the Business
Associate’s organization and intended for internal use; or interference with system operations in an
information system.

M. Security Rule shall mean the HIPAA regulation that is found at 45 CFR Parts 160 and 164,

N. Unsecured PHI shall have the meaning given to such term under the HITECH Act, 42 U.S.C. section
17932(h), any guidance issued pursuant-to such Act and the HIPAA regulations.

ll. Terms of Agreement

A. Permitted Uses and Disclosures of PH! by Business Associate

Permitted Uses and Disclosures. Except as olherwise indicated in this Addendum, Business
Associate may use or disclose PHI only to perform funclions, activities or services specified in the
Agreement, for, or on behalf of CDPH, provided that such use or disclosure would not violate the HIPAA
regulations, if done by CDPH. Any such use or disclosure must, to the extent practicable, be limited to
the limited data set, as defined in 45 CFR section 164.514(e)(2), or, if needed, to the minimum
necessary to accomplish the intended purpose of such use or disclosure, in compliance with the
HITECH Act and any guidance issued pursuant to such Act, and the HIPAA regulations.

1. Specific Use and Disclosure Frovisions. Except as otherwise indicated in this Addendum,
Business Associate may:

a. Use and disclose for management and administration. Use and disclose PHI for the proper
management and administration of the Business Associate provided that such disclosures are
required by law, or the Business Associate obtains reasonable assurances from the person lo
whom the information is disclosed that it will remain confidential and will be used or further
disclosed only as required by law or for the purpose for which it was disclosed to the person,
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and the person notifies the Business Associate of any instances of which it is aware that the
confidentiality of the information has been breached.

b. Provision of Data Aggregation Services, Use PHI to provide data aggregation services fo
CDPH. Data aggregation means the combining of PHI created or received by the Business
Associate on behalf of CDPH with PHI received by the Business Associate in its capacity as the
Business Associate of ancther covered entity, to permit data analyses that relate to the health
care operations of CDPH.

c. Business Associate may “de-identify” PHI in accordance with 45 CFR §184.514(b)(2) and use
or disclose “de-identified” information in a mannet consistent with and permitted by HIPAA,

B, Prohibited Uses and Disclosures

1.

Business Associate shall not disclose PHI about an individual to a health plan for payment or health
care operations purposes if the PHI pertains solely to a heaith care item or service for which the
health care provider involved has been paid out of pocket in full and the individual requests such

‘restriction, in accordance with 42 U.S.C. section 17935(a) and 45 CFR section 164.522(a).

Business Assaciate shall not directly or indirectly receive remuneration in exchange for PHI, except
with the prior written consent of CDPH and as permitted by 42 U.5.C. section 17935(d}(2).

C. Responsibilities of Business Assocciate

Business Associate agrees:;

1.

Nendisclosure. Not to use or disclose Protected Health Information (PHI} other than as permitted
or required by the Agreement or as required by law.

Safeguards. To implement administrative, physical, and technical safeguards that reasonably and
appropriately protect the confidentiality, integrity, and availability of the PHI, including electronic
PHI, that it creates, receives, maintains, uses or transmits on behalf of CDPH, in compliance with 45
CFR sections 164,308, 164,310 and 164.312, and to prevent use or disclosure of PHI other than as
provided for by the Agreement, Business Associate shall implement reasonable and appropriate
policies and procedures to comply with the standards, implementation specifications and other
requirements of 45 CFR section 164, subpart C, in compliance with 45 CFR section 164.3186.
Business Associate shall develop and maintain a written information privacy and securily program
that includes administrative, technical and physical safeguards appropriate to the size and
complexity of the Business Associate’s operations and the nature and scope of its activities, and
which incorporates the requirements of section 3, Security, below. Upon written request, Business
Associate will provide CDPH with the Table of Centents of its policies.

Security. To take any and all steps necessary to ensure the continuous secutity of all
computerized data systems containing PHI andfor Pl, and to protect paper documents containing
PHI and/or Pl. These steps shall include, at a minimum:

a. Complying with all of the data system security precautions listed in Attachment A, the Business
-Associate Data Security Requirements;

b. Achieving and maintaining compliance with the HIPAA Security Rule (45 CFR Parts 160 and
164), as necessary in conducting operations on behalf of CDPH under the Agreement;

c. Providing a level and scope of security that is at least comparable to the level and scope of
security established by the Office of Management and Budget in OMB Circular No, A-130,
‘Appendix Il - Security of Federal Automated Information Systems, which sets forth guidelines
for automated information systems in Federal agencies; and
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d. In case of a conflict hetween any of the security standards contalned in any of these
enumerated sources of security standards, the most stringent shall apply. The most stringent
means that safeguard which provides the highest level of protection to PHI from unautherized
disclosure. Further, Business Associate must comply with changes to these standards that
occur after the effective date of the Agreement.

e. Business Associate shall designate a Security Officer to oversee its data security program who
shall be responsible for carrying out the requirements of this section and for communicating on
security matters with CDPH. .

D. Mitigation of Harmful Effects. To mitigate, to the extent practicable, any harmful effect that is known
to Business Associate of a use or disclosure of PHI by Business Associate or its subcontractors in
violation of the requirements of this Addendum.

E. Buslness Assoclate’s Agents and Subcontractors.

To enter into written agreements with any agents, including subcontractors and vendors, to whom
Business Associate provides PHI or Pl received from or created or received by Business Associate
on behalf of CDPH, that impose the same restrictions and conditions on such agents,
subcontractors and vendors that apply to Business Associate with respect to such PHI and Pl under
this Addendum, and that comply with all applicable provisions of HIPAA, the HITECH Act and the
HIPAA regulations.

In accordance with 45 CFR section 164.504(e){1)(ii), upon Business Associate's knowledge of a
material breach or violation by its subcontractor of the agreement between Business Associate and
the subcontractor, Business Associate shall;

a. Provide an opportunity for the subcontractor to cure the breach or end the violation and
terminate the agreement if the subcontractor does not cure the breach or end the violation
within the time specified by CDPH; or

b. Immediately terminate the agreement if the subcontractor has breached a material term of the
agreement and cure is not possibie.

F. Availability of Information to CDPH and Individuals. To provide access and information;

1.

To provide access as CDPH may require, and in the time and manner designated by CDPH (upon
reasonable notice and during Business Associate’s normal business hours) to PHI in a Designated
Record Set, to CDPH {or, as directed by CDPH), to an Individual, in accordance with 45 CFR
section 164.524. Designated Record Set means the group of records maintained for CDPH that
includes medical, dental and biling records about individuals; enrollment, payment, claims
adjudication, and case or. medical management systems maintained for CDPH health plans; or
those records used to make decisions about individuals on behalf of CDPH. Business Associate
shall use the forms and processes ‘developed by CDPH for this purpose and shall respond to
requests for access to records transmitted by CDPH within fifteen (15) calendar days of receipt of
the request by producing the records or verifying that there are none.

If Business Associate maintains an Electronic Health Record with PHI, and an individual requests a
copy of such informaticn in an electronic format, Business Associate shall provide such information
in an electronic format to enable GDPH o fulfill its ohligations under the HITECH Act; including but
not limited to, 42 U.S.C. section 17935(e).

if Business Associate receives data from CDPH that was provided to CDPH hy the Social Security
Administration, upon request by CDPH, Business Associate shall provide CDPH with a list of all
employeas, contractors and agents who have access to the Social Security data, including
employees, contractors and agents of its subcontractors and agents.
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G. Amendment of PHI. To make any amendment(s} to PHI that CDPH directs or agrees to pursuant to 45
CFR section 164.526, in the time and manner reasonably designated by CDPH,

H. internal Practices. To make Business Associate's internai practices, books and records relating to the
use and disclosure of PHI received from CDPH, or created or received by Business Associate on behalf
of CDPH, available to the Secretary of the U.S. Department of Health and Human Services in a time
and manner designated by the Secretary, for purposes of determining CDPH® compliance with the
HIPAA regulations. [f any information needed for this purpose is in the exclusive possession of any
other enlity or person and the other entity or person fails or raefuses to furnish the information to
Business Associate, Business Associate shall so certify to CDPH and shall set forth the efforts it made
to obtain the information.

. Documentation of Disclosures. To document and make available to CDPH or {at the direction of
CDPH) to an Individual such disclosures of PHI, and information related to such disclosures, necessary
to respond to a proper request by the subject Individual for an accounting of disclosures of PHI, in
accordance with the HITECH Act and its implementing regulations, including but not limited to 45 CFR
section 164.528 and 42 U.S.C. section 17935(c). If Business Associate maintains eleéctronic health
records for CDPH as of January 1, 2009, Business Associate must provide an accounting of
disclosures, including those disclosures for treatment, payment or health care operations, effective with
disclosures on or after January 1, 2014. If Business Associate acquires electrenic heaith records for
CDPH after January 1, 2009, Business Associate must provide an accounting of disclosures, including
those disclosures for treatment, payment or health care operations, effective with disclosures on or after
the date the electronic health record is acquired, or on or after January 1, 2011, whichever date is later.
The electronic accounting of disclosures shall be for disciosures during the three years prior to the
request for an accounting.

J. Breaches and Security incidents. During the term of the Agreement, Business Associate agrees to
implement reasonable systems for the discovery and prompt reporting of any breach or security
incident, and to take the following steps:

1. Motice to CDPH. (1) To notify COPH proenptly, without unreasonable delay, by telephone call
plus etail or fax upon the discovery of a breach of unsecured PHI or Pl in electronic media or in
any other media if the PHI or Pl was, or is reasonably believed to have been, accessed or acquired
by an unauthorized person, or upon the discovery of an actual security incident that involves data
pravided to CDPH hy the Social Security Administration, (2) To notify CDPH within 48 hours by
email or fax of the discovery of any actual security incident, intrusion or unauthorized access, use
or disclosure of PHI or Pl in viclation of the Agreement and this Addendum, or potential loss of
confidential data affecting the Agreement. A breach shall be treated as discovered by Business
Associate as of the first day on which the breach is confirmed, or by exercising reasonable diligence
would have been known, to any person (other than the person committing the breach) who is an
employee, officer or other agent of Business Associate.

Any attempted, but unsuccessful Security incident of which Business Associate becomes aware will
be reported to Covered Entity orally or in writing upon the written reasonable request of Covered
Entity. If the HIPAA Security Regulations are amended to remove the requirement to report
unsuccessful aitempts at unauthorized access, the requirement to report such unsuccessful
attempts shall no longer apply as of the effective date of that amendment.

Notice shall be provided to the CDPH Program Contract Manager, the CDPH Privacy Officer and
the CDPH Information Security Officer. If the incident occurs after business hours or on a weekend
or holiday and involves electronic PHI, notice shall be provided by calling the CDPH ITSD Service
Desk. Notice shall be made using the “CDPH Privacy Incident Report’ form, including all
information known at the time. Business Associate shall use the most current version of this form,
which is posted on the CDPH Privacy Office website (www.CDPH.ca.gov),

Upon discovery of a breach or actual security incident, intrusion or unauthorized access, use or
disclosure of PHI or Pl, Business Associate shall take:
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a. Prompt corrective action to mitigate any risks or damages involved with the breach and to
protect the operating environment; and

b. Any action pertaining to such unauthorized disclosure required by applicable Federal and State
laws and regulations.

Investigation and Investigation Report. To promptly, without unreasonable delay, investigate
such security incident, breach, or unauthcrized access, use or disclosure of PHI or PL. Within three
(3) business days of the discovery, Business Associate shall submit an updated "CDPH Privacy
Incident Report" containing the information marked with an asterisk and all other applicable
information listed on the form, to the extent known at that time, to the CDPH Program Contract
Manager, the CDPH Privacy Officer, and the CDPH Information Security Officer:

Complete Report. To provide a compiele report of the investigation to the CDPH Program
Contract Manager, the COPH Privacy Officer, and the COPH Information Security Officer within ten
(10} working days of the confirmation of the breach or unauthorized use or disclosure. The report
shall be submitted on the *“CDPH Privacy Incident Report” form and shall include an assessment of
all known faclors relevant to a determination of whether a breach occurred under applicable
provisions of HIPAA, the HITECH Act, the HIPAA regulations and/or state law. The report shall also
include a fuil, detailed corrective action plan, including information on measures that were {aken to
halt and/cr contain the improper use or disclosure. If CDPH requests information in addition to that
listed on the "CDPH Privacy Incident Report’ form, Busihess Assoclate shall make reasonable
efforts to provide CDPH with such information. If necessary, a Supplemental Report may be used
to submit revised or additional information after the completed report is submitted, by submitting the
revised or additional information on an updated "CDPH Privacy Incident Report” form. CDPH will
review and approve the determination of whether a breach occurred and individual notifications are
required, and the corrective action plan.

Notification of Individuals. |f the cause of a breach of PHI or Pl is attributable to Business
Associate or its subcontractors, agents or vendors, Business Associate shali notify individuals of the
breach or unauthorized use or disclosure when notification is required under state or federal law
and shall pay any costs of such notifications, as well as any costs associated with the breach. The
notifications shall comply with the requirements set forth in 42 U.S.C. section 17932 and its
implementing regulations, including, but not limited to, the requirement that the notifications be
made without unreasonable delay and in no event later than 80 calendar days. The CDPH Program
Contract Manager, the CDPH Privacy Officer, and the CDPH Information Security Officer shall
approve the time, manner and content of any such notifications and their review and approval must
be obtained before the notifications are made.

Responsibility for Reporting of Breaches, |f the cause of a breach of PHI or Pl is attributable to
Business Associate or its agents, subcontractors or vendors, Business Associate is responsible for
all required reporting of the breach as specified in 42 U.S.C. section 17932 and its implementing
regulations, including notification to media outlets and to the Secretary. If a breach of unsecured
PHI involves more than 500 residents of the State of California or its jurisdiction, Business
Associate shall notify the Secretary of the breach promptly upon discovery of the breach. |If
Business Associate has reason to believe that duplicate reporting of the same breach or incident
may occur because its subcontractors, agents or vendors may report the breach or incident to
CDPH in addition to Business Associate, Business Associate shall notify CDPH, and CDPH and
Business Associate may take appropriate action to prevent duplicate reporting. The breach
reporting regquirements of this paragraph are in addition to the reporting requirements set forth in
subsection 1, above. '

CDPH Contact Information. To direct communications to the above referenced CDPH staff, the .
Contractor shall initiate contact as indicated. herein. CDPH reserves the right to make changes to
the contact information below by giving written notice to the Contractor, Said changes shall not
require an amendment to this Addendurm or the Agreement to which it is incorporated.
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CDPH Program | CDPH Privacy Officer CDPH Information Security Officer
Contract Manager :
See the Scope of Work | Privacy Officer Chief information Security Officer
exhibit  for  Program | Ptivacy Office, c/o Office of Legal | |nformation Security Office
Contract Manager | Services _ | California Department of Public Health
information California ~ Department of  Public | p,0, Box 997413, MS 6302

Health . Sacramento, CA 95899-7413

1415 | Street, 5V Floor

Sacramento, CA 95814 Emall: cdphiso@edph.ca.goy

o Telephone: IT Service Desk
Email: privacy@cdnh.ca.gov (916) 440-7000 or
Telephone: (877) 421-9634 (800) 579-0874

K. Termination of Agreement. |n accordance with Section 13404(b) of the HITECH Act and ic the extent

required by the HIPAA regulations, if Business Associate knows of a material breach or viclation by
CDPH of this Addendum, it shall take the following steps;

1. Provide an opporunity for CDPH to cure the breach or end the violation and terminate the
Agreement if CDPH does not cure the breach or end the viclation within the reasonable time
specified by Business Associate; or

2. Immediately terminate the Agreement if CDPH has breached a material term of the Addendum and
cure js not possible.

Due Diligence. Business Associate shall exercise due diligence and shall take reasonable steps to
ensure that it remains in compliance with this Addendum and is in compliance with applicable provisions
of HIPAA, the HITECH Act and the HIPAA regulations, and that its agents, subcontractors and vendors
are in compliance with their obligations as required by this Addendum.

. Sanctions and/or Penalties. Business Associate understands that a failure to comply with the

provisions of HIPAA, the HITECH Act and the HIPAA regulations that are applicable to Business
Associate may resuit in the imposition of sanctions and/or penalties on Business Associate under
HIPAA, the HITECH Act and the HIPAA regulations.

Obligations of COPH

CDPH agrees to:

A. Notice of Privacy Practices. Provide Business Associate with the Notice .of Privacy Practices that

CDPH produces in accordance with 45 CFR section 164.520, as weli as any changes to such notice.

. Permission by Individuals for Use and Disclosure of PHI. Provide the Business Associate with any

changes in, or revocation of, permission by an individual to use or disclose PHI, if such changes affect
the Business Associate’'s permitted or required uses and disclosures.

. Notification of Restrictions, Notify the Business Associate of any restriction to the use or disclosure

of PHI that CDPH has agreed to in accordance with 45 CFR section 164.522, to the extent that such
restriction may affect the Business Associate's use or disciosure of PHI.

. Requests Conflicting with HIPAA Rules. Mot request the Business Associate {o use or disclose PHI

in any manner that would not be permissible under the HIPAA regulations if done by CDPH.
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V. Audits, Inspection and Enforcement

A From time to time, Business Associate agrees to make ils security policies Table of Contents or

redacted coples of its poticies and procedures available to CDPH upon written request to monitor
Business Associate's compliance with the Agreement and this Addendum. Business Associate shall
promptly remedy any viclation of any provision of this Addendum and shall cerlify the same to the
CDPH Privacy Officer in writing. The fact that CDPH inspects, or fails to inspect, or has the right to
inspect, Business Associate’s policies and procedures does not relieve Business Associate of its
responsibility to comply with this Addendum nor does CDPH's:

1. Failure to detect or

2. Detection, but failure to netify Business Associate or reguire Business Associate's remediation of
any unsatisfactory practices constitute acceptance of such practice or a waiver of CDPH'
enforcement rights under the Agreement and this Addendum.

. If Business Associate is the subject of an audit, compliance review, or complaint investigation by the
Secretary or the Office of Civil Rights, U.5. Department of Health and Human Services, that is related to
the performance of its obligations pursuant to this HIPAA Business Associate Addendum, Business
Associate shall notify CDPH and provide CDPH with a copy of any PHI or Pl that Business Associate
provides to the Secretary or the Office of Civil Rights concurrently with providing such PHI or Pl to the
Secretary. Business Associate is responsible for any civil penalties assessed due to an audit or
investigation of Business Associate, in accordance with 42 U.5.C. section 17934{c).

Vl. Termination

A. Term. The Term of this Addendum shall commence as of the effective date of this Addendum and shall
extend beyond the termination of the  Agreement and shall terminate when all the PHI provided by
CDPH to Business Associate, or created or received by Business Associate on behalf of CDPH, is
destroyed or returned to CDPH, in accordance with 45 CFR 164.504(e)(2)(ii}I).

Termination for Cause. In accordance with 45 CFR section 164.504(e)(1)(ii), upon CDPH’ knowledge
of a material breach or violation of this Addendum by Business Associate, CDPH shall;

1. Provide an opportunity for Business Associate to cure the breach or end the violation and terminate
the Agreement if Business Associate does not cure the breach or end the violation within the
reasonable time specified by CDPH; or

2. Immediately terminate the Agreement if Business Associate has breached a material term of this
Addendum and cure is not possible.

. Judicial or Administrative Proceedings. Business Associate will notify CDPH if it is named as a

defendant in a criminal proceeding for a violation of HIPAA. CDPH may terminate the Agreement if
Business Associate is found guilty of a criminal violation of HIPAA. CDPH may terminate the
Agreement if a finding or stipulation that the Business Associate has violated any standard or
requirement of HIPAA, or other security or privacy laws is made in any administrative or civil proceeding
in which the Business Associate is a party or has been joined.

. Effect of Termination. Upon termination or expiration of the Agreement for any reason, Business
Associate shall return or destroy all PHI received from CDPH (or created or received by Business
Associate on behalf of CDPH) that Business Associate still maintains in any form, and shall retain no
copies of such PHI. If return or destruction is not feasible, Business Associate shall notify CDPH of the
conditions that make the return or destruction infeasible, and CDPH and Business Associate shall
determine the terms and conditions under which Business Associate may retain the PHI. Business
Associate shall continue to extend the protections of this Addendum to such PHI, and shall limit further
use of stich PHI to those purposes that make the return or destruction of such PHI infeasible. This
provision shall apply to PHI that is in the possession of subcontractors or agents of Business Associate,
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VIl. Miscellaneous Provisions

A,

Disclaimar. CDPH makes no warranty or representation that compliance by Business Associate with
this Addendum, HIPAA or the HIPAA regulations will be adequate or satisfactory for Business
Associate’s own purposes or that any information in Business Associate’'s possession or control, or
transmitted or received by Business Associate, is or will be secure from unauthorized use or disclosure.
Business Associate is solely responsible for all decisions made by Business Associate regarding the
safeguarding of PHI.

Amendment, The parties acknowledge that federal and state laws relating to electronic data security
and privacy are rapidly evolving and that amendment of this Addendum may be required to provide for
procedures to ensure compliance with such developments. The parties specifically agree to take such
action as Is necessary to implement the standards and requirements of HIPAA, the HITECH Act, the
HIPAA regulations and oiher applicable laws relating to the security or privacy of PHI. Upon CDPH'
request, Business Associate agrees to promptly enter into negotiations with CDPH concerning an
amendment to this Addendum embodying written assurances consistent with the standards and
requirements of HIPAA, the HITECH Act, the HIPAA regulations or other applicable laws. CDPH may
terminate the Agreement upon thirty (30) days written notice in the event:

1. Business Associate does not promptly enter into negotiations to amend this Addendum when
requested by CDPH pursuant to this Section; or

2. Business. Associate does not enter into an amendment providing assurances regarding the
safeguarding of PHI that the parties mutually deem sufficient to satisfy the standards and
requirements of HIPAA and the HIPAA regulations. '

Assistance in Litlgation or Administrative Proceedings. Business Associate shall make itself and

- any subcontractors, employees or agents assisting Business Associate in the performance of its

obligations under the Agreement, available to CDPH at no cost to CDPH to testify as witnesses, or
otherwise, in the event of litigation or administrative proceedings being commenced against CDPH, its
directors, officers or employees based upon claimed violation of HIPAA, the HIPAA regulations or other
laws relating to security and privacy, which involves inactions or actions by the Business Associate,
except where Business Associate or its subcontractor, employee or agent is a named adverse party.

No Third-Party Beneficiaries. Nothing express or implied in the terms and conditions of this
Addendum is intended to confer, nor shall anything herein confer, upon any person other than CDPH or
Business Associate and their respective successors or assignees, any rights, remedies, obligations or
liabilities whatsoever.

Interpretation. The terms and conditions in this Addendum shall be interpreted as broadly as
necessary to implement and comply with HIPAA, the HITECH Act, the HIPAA regulations and applicable
state laws. The parties agree that any ambiguity in the terms and conditions of this Addendum shall be
resolved in favor of a meaning that complies and is consistent with HIPAA, the HITECH Act and the
HIPAA regulations.

Regulaiory References. A reference in the terms and conditions of this Addendum to a section in the
HIPAA regulations means the section as in effect or as amended.

Survival. The respective rights and obligations of Business Associate under Section VI.D of this
Addendum shall survive the termination or expiration of the Agreement.

No Waiver of Obligations. No change, waiver or discharge of any liability or obligation hereunder on

any one or more occasions shall be deemed a waiver of performance of any continuing or other
obligation, or shall prohibit enforcement of any obligation, on any other occasion.
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Attachment A
Business Associate Data Security Requirements

Personnel Controls

A,

Employee Training. All workforce members who assist in the performance of functions or activities on
behalf of CDPH, or access or disclose CDPH PHI or Pi must complete information privacy and security
training, at least annually, at Business Associate's expense. Each workforce member who receives
information privacy and security training must sign a certification, indicating the member's name and the
date on which the training was completed. These certifications must be retained for a period of six {6)
years following contract termination. :

Employee Discipline. Appropriate sanctions must be applied against workforce members who fail to
comply with privacy policies and procedures or any provisions of these requirements, including
termination of employment where appropriate.

Confidentiality Statement. All persons that will be working with CDPH PHI or Pl must sign a
confidentiality statement that includes, at a minimum, General Use, Security and Privacy Safeguards,
Unacceptable Use, and Enforcement Policies. The statement must be signed by the workforce member
prior to access to CDPH PHI or Pl. The statement must be renewed annually. The Contractor shall
retain each person’s written confidentiality siatement for CDPH inspection for a period of six (6) years
following contract termination. The confidentiality statement must be provided to Business Associate by
CDPH upan start of the Agreement and annually thereafter.

Workforce Member Assessment. Before a member of the Contractor's workforce may access CDPH
PCI, Contractor must ensure that all workforce members that will have access to CDPH PCl have been
assessed to assure that there is no indication that the workfarce member may present a risk to the
security or integrity of CDPH PCI. Contractor shall retain each workforce member's assessment
documentation, whether in physical or electronic format, for a period of three (3) years following contract
termination.

Technical Security Controls

A,

Workstation/Laptop encryption. All workstations and laptops that process and/or store CDPH PHI or
Pl must be encrypted using a FIPS 140-2 certified algorithm which is 128bit or higher, such as
Advanced Encryption Standard (AES). The encryption solution must be full disk unless approved by
the CDPH Information Security Office.

Server Security. Servers containing unencrypted COPH PHI or Pl must have sufficient administrative,
physical, and technical controls in place to protect that data, based upon a risk assessment/system
security review.

Minimum Necessary. Only the minimum necessary amount of CDPH PHI or Pl required to perform
necessary business functions may be copied, downloaded, or exported.

Removable media devices. All electronic files that contain CDPH PHI or Pi data must be encrypted
when stored on any removable media or portable device (i.e. USB thumb drives, floppies, CD/DVD,
Blackberry, backup tapes etc.). Encryption must be a FIPS 140-2 certified algorithm which is 128bit or
higher, such as AES.

Anfivirus software. All workstations, laptops and other systems that process and/or store CDPH PHi

or Pl must instali and actively use comprehensive anti~virus software solution with automatic updates
scheduled at least daily.
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F. Patch Management. All workstations, laptops and other systems that process and/or store CDPH PHI
or Pl must have critical security patches applied, with system reboot if necessary. There must be a
documented patch management process which determines installation timeframe based on risk
assessment and vendor recommendations, At a maximum, all applicable patches must be installed
within 30 days of vendor release except in situations when assessed risk is considered to be too high. -

G. User IDs and Password Controls. All users must be issued a unigue user name for accessing CDPH
PHI or Pl. Username must he promptly disabled, deleted, or the password changed upon the transfer
or termination of an employee with knowledge of the password, at maximum within 24 hours.
Passwords are not to be shared. Passwords must be al teast eight characters and must be a non-
dictionary word. Passwords must not be stored in readable format on the computer. Passwords must
be changed every 90 days, preferably every 80 days. Passwords must be changed if revealed or
compromised. Passwords must be composed of characters from at least three of the following four
groups from the standard keyboard:

Upper case letters (A-Z)

Lower case letters (5-z)

Arabic numerals (0-8)

Non-alphanumeric characters {punctuation symbols)

H. Data Destruction. When no longer needed, all CDPH PHI or Pl must he wiped using the Gutmann or
US Department of Defense (DoD) 6220.22-M (7 Pass} standard, or by degaussing. Media may also be
physically destroyed in accordance with NIST Special Publication 800-88, Other methods require prior
written permission of the CDPH Information Security Office.

. System Timeout. The system providing access to CDPH PHI or Pl must provide an automatic timeout,
requiring re-authentication of the user session after no more than 20 minutes of inactivity.

J. Warning Banners. Al systems providing access to CDPH PHI or Pl must display a warning banner
stating that data is confidential, systems are logged, and system use is for business purposes only by
authorized users. User rmust be directed to log off the system if they do not agree with these
requirements. ,

K. System Logging. The system must maintain an automated audit trail which can identify the user or
system process which initiates a request for COPH PHI or Pl, or which alters CDPH PHI or Pl. The
audit trail must be date and time stamped, must log both successful and failed accesses, must be read
only, and must be restricted to authorized users. If CDOPH PHI or Pl is stored in a database, database
logging functionality must be enabled. Audit trail data must be archived for at least 3 years after -
occurrence.

L. Access Controis. The system providing access to CDPH PHI or Pl must use role based access
controls for all user authentications, enforcing the principle of least privilege.

M. Transmission encryption. All data transmissions of CDPH PHI or Pl outside the secure internal
network must be encrypted using a FIPS 140-2 cettified algorithm which is 128bit or higher, such as
AES, Encryption can be end to end at the network level, or the data files containing PHI can be
encrypted. This requirement pertains to any type of PHI or Pl in motion such as website access, file
transfer, and E-Mail.

N. Intrusion Detection. All systems involved in accessing, holding, transporting, and protecting CDPH PHI
or P that are accessible via the Internet must be protected by a comprehensive intrusion detection and
prevention solution,

lil. Audit Controls
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System Security Review. All systems processing and/cr storing CDPH PHI ar Pl must have at least
an annual system risk assessment/security review which provides assurance that administrative,
physical, and technical controls are functlomng effactively and providing adequate levels of protection.
Reviews should include vulnerability scanning tocls, .

Log Reviews. All systems processing and/or storing CDPH PH! or PI must have a routine procedure in
place to review system logs for unauthorized access.

Change Control. All systems processing and/or storing CDPH PHI or Pl must have a documented
change centrol procedure that ensures separation of duties and protects the confidentiality, integrity and
availability of data.

IV. Business Continuity / Disaster Recovery Controis

A.

Emergency Mode Opsration Plan, Contractor must establish a documented plan to enable
continuation of critical business processes and protection of the security of electronic CDPH PHI or Pl in
the event of an emergency. Emergency means any circumstance or situation that causes normal
computer operations to become unavailable for use in performing the work required under the
Agreement for more than 24 hours.

Data Backup Plan. Contractor must have established documented procedures to backup CDPH PHI to
maintain retrievable exact copies of CDPH PHI or Pl. The plan must include a regular schedule for
making backups, storing backups offsite, an inventory of backup media, and an estimate of the amount
of time needed to restore CDPH PHI or Pl should it be lost. At a minimum, the schedule must be a
weekly full backup and monthly offsite storage of CDPH data.

V. Paper Document Controls

A.

Supervision of Data. CDPH PHI or Pl in paper forrn shall not be left unattended at any time, unless it
is locked in a flle cabinet, file room, desk or office. Unattended means that information Is not being
observed by an employee authorized to access the information. COPH PHI or Pl in paper form shall not
be left unattended at any time in vehicles or planes and shall not be checked in baggage on commercial
airplanes.

Escorting Visitors. Visitors to areas where CDPH PHI or Pi is contained shall be escorted and CDPH
PHI or Pl shall be kept out of sight while visitors are in the area.

Confidential Destruction. CDPH PHI or Pl must be disposed of through confidential means, such as
cross cut shredding and pulverizing.

-Removal of Data. CDPH PHI or P| must not be removed from the premises of the Contractor except

with express written permission of CDPH.

Faxing. Faxes containing CDPH PHI or Pl shall not be left unattended and fax machines shall be in
secure areas. Faxes shall contain a confidentiality statement notifying perscns receiving faxes in error
to destroy them. Fax numbers shall be verified with the intended recipient before sending the fax.

Mailing. Mailings of CDPH PHI or Pl shall be sealed and secured from damage or inappropriate
viewing of PH! or Pl to the extent possible. Mailings which include 500 or more individually identifiable
records of CDPH PHI or Pl in a single package shall be sent using a tracked mailing method which
includes verification of delivery and receipt, unless the prior written permission of CDPH to use another
method is obtained.
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. Attachment 1
HIPAA Business Associate Addendum |

. Recitals

A,

The underlying contract (Agreement), to which this HIPAA Business Associate Addendum is attached
to and made a part of, has been determined to constitute a business associate relationship under the
Health Insurance Portability and Accountability Act of 1996, Public Law 104-191 (“HIPAA"), the Health
Information Technology for Economic and Clinical Health Act, Public Law 111-005 ('the HITECH Act"),
42 U.S8.C, section 17921 et seq., and their implementing privacy and security regulations at 45 CFR Parts
160 and 164 (“the HIPAA regulations").

.- The Department of Public Health (*CDPH"} wishes to disclose to Business Associate certain information

pursuant to the terms of the Agreement, some of which may constitute Protected Health Information
(“PHI"}, including protected health information in electronic media (“ePH!"), under federal law, and
personal information ("PI") under state law.

As set forth in the Agreement, Contractor, here and after, is the Business Associate of CDPH acting on
CDPH' behalf and provides services, arranges, performs or assists in the performance of functions or
activities on behalf of CDPH and creates, receives, maintains, transmits, uses or discloses PHI and PI.
CDPH and Business Associate are each a party to the Agreement and are collectively referred to as the
"parties.”

The purpose of this Addendum is to protect the privacy and security of the PHI and Pl that may be
created, received, maintained, transmitted, used or disclosed pursuant to the Agreement, and to comply
with certain standards and requirements of HIPAA, the HITECH Act and the HIPAA regulations, including,
but not limited to, the requirement that COPH must enter into a contract containing specific requirements
with Contractor prior to the disclosure of PHI to Contractor, as set forth in 45 CFR Parts 160 and 164 and
the HITECH Act.

The terms used in this Addendum, but not otherwise defined, shall have the same meanings as those
terms have in the HIPAA regulations. Any reference to statutory or regulatory language shall be to such
language as in effect or as amended.

li. Definitions

A.

Breach shall have the meaning given to such term under HIPAA, the HITECH Act, and the HIPAA
regulations.

Business Associate shall have the meaning given to such term under HIPAA, the HITECH Act, and the
HIFAA regulations.

Covered Entity shall have the meaning given to such term under HIPAA, the HITECH Act, and the HIPAA
reguiations.

Electronic Health Record shall have the meaning qwen to such term in the HITECH Act, including, but
not limited to, 42 U.8.C Section 17921 and lmplementlng regulations.

Electronic Protected Health Information (ePHI) means individually identifiable health information
transmitted by electronic media or maintained in electronic media, including but not limited to electronic
media as set forth under 45 CFR section 160.103.

Individually Identifiable Health Information means heaith information, including demographic information
collected from an individual, that is created or received by a health care provider, health plan, employer
or health care clearinghouse, and relates to the past, present or future physical or mental health or
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condition of an individual, the provision of health care to an individual, or the past, present, or future
payment for the provision of health care to an individual, that identifies the individual or where there is a
reasonable basis to believe the information can be used to identify the individual, as set forth under 45
CFR section 160.103. -

G. Privacy Rule shall mean the HIPAA Regulation that is found at 45 CRF Parts 160 and 164.

H. Personal Information shall have the meaning given to such term in California Civil Code sections 1798.3
and 1798.29. ‘

l. Protected Health Information means individually identifiable health information that is transmitted by
electronic media, maintained in electronic media, or is transmitted or maintained in any other form or
medium, as set forth under 45 CFR section 160.103. '

J. Required by law, as set forth under 45 CFR section 164.103, means a mandate contained.in law that
compels an entity to make a use or disclosure of PH! that is enforceable in a court of law. This includes,
but is not limited to, court orders and court-ordered warrants, subpoenas or summoens issued by a court,
grand jury, a governmental or tribal inspector general, or an administrative body authorized to require the
production of information, and a civil or an authorized investigative demand. It also includes Medicare
conditions of participation with respect to health care providers participating in the program, and statutes
or regulations that require the producticn of information, including statutes or reguiations that require
such information if payment is sought under a government program providing public benefits.

K. Secretary means the Secretary of the U.S. Department of Health and Human Services ("HHS") or the
Secretary's designee. '

L. Security Incident means the attempted or successful unauthorized access, use, disclosure, modification,
or destruction of PHI or P, or confidential data that is essential to the ongoing -operation of the Business
Associate’s organization and intended for internal use; or interference with system operations in an
information system.

M. Security Rule shall mean the HIPAA regulation that is found at 45 CFR Parts 160 and 164,

N. Unsecured PHI shall have the meaning given to such term under the HITECH Act, 42 U.S.C. section
17932(h), any guidance issued pursuant to such Act and the HIPAA regulations.

lli. Terms of Agreement

A. Permitted Uses and Disclosures of PHI by Business Associate

Permitted Uses and Disclosures, Except as otherwise indicated in this Addendum, Business Associate
may use or disclose PHI only to perform functions, activities or services specified in the Agreement, for,
or on behalf of CDPH, provided that such use or disclosure would not violate the HIPAA regulations, if
done by CDPH. Any such use or disclosure must, to the extent practicable, be limited to the limited data
set, as defined in 45 CFR section 164.514(e)(2), or, if needed, to the minimum necessary to accomplish
the intended purpose of such use or disclosure, in compliance with the HITECH Act and any guidance
issued pursuant to such Act, and the HIPAA regulations.

1. Specific Use and Disclosure Provisions. Except as otherwise indicated in this Addendum,
Business Associate may:
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a. Use and disclose for management and administration. Use and disclose PHI for the proper
management and administration of the Business Associate provided that such disclosures are
required by law, or the Business Associate obtains reasonable assurances from the person to
whom the information is disclosed that it will remain confidential and will be used or further
disclosed only as required by law or for the purpose for which it was disclosed to the person, and
the person notifies the Business Associate of any instances of which it is aware that the
confidentiality of the information has been breached.

b. Provision of Data Aggregation Services. Use PHI to provide data aggregation services to
CDPH. Data aggregation means the combining of PHI created or received by the Business
Associate on behalf of CDPH with PHI received by the Business Associate in its capacity as the
Business Associate of another covered entily, to permit data analyses that relate to the health
care operations of COPH.

c. Business Associate may “de-identify” PHI in accordance with 45 CFR §164.514(b)(2) and use or
disclose "de-identified” information in a manner consistent with and permitted by HIPAA.

B. Prohibited Uses and Disclosures

1. Business Associate shall not disclose PHI about an individual to a health plan for payment or health
care operations purposes if the PHI pertains solely to a health care item or service for which the
health care provider involved has been paid out of pocket in full and-the individual requests such
restriction, in accordance with 42 U.S.C. section 17935(a) and 45 CFR section 164.522(a).

2. Business Associate shall not directly or indirectly receive remuneration in exchange for PHI, éxcept
with the prior written consent of COPH and as permitted by 42 U).S.C. section 17935(d)(2).

C. Responsibilities of Business Associate
Business Associate agrees:

1. Nondisclosure. Not to use or disclose Protected Health Information (PH!) other than as permitted
or required by the Agreement or as required by law.

2. Safeguards. To implement administrative, physical, and technical safeguards that reasonably and
. appropriately protect the confidentiality, integrity, and availability of the PHI, including electronic PHI,
~ that it creates, receives, maintains, uses or fransmits on behalf of CDPH, in compliance with 45 CFR
sections 164.308, 164.310 and 164.312, and to prevent use or disclosure of PHI other than as
provided for by the Agreement, Business Associate shall implement reasonable and appropriate
policies and procedures to comply with the standards, implementation specifications and other
requirements of 45 CFR section 164, subpart C, in compliance .with 45 CFR section 164.316.
Business Associate shall develop and maintain a written information privacy and security program
that includes administrative, technical and physical safeguards appropriate to the size and complexity
of the Business Associate’s operations and the nature and scope of its activities, and which
incorporates the requirements of section 3, Security, below. Upon written request, Business

Associate will provide CDPH with the Table of Contents of its policies.

3. Security. To take any and all steps necessary to ensure the continuous security of all éomputerized

data systems containing PHI and/or Pl, and to protect paper documents containing PHI and/or PI.
These steps shall include, at a minimum:
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a. Complying with all of the data system security precautions listed in Attachment A, the Business
- Associate Data Security Requirements;

b. Achieving and maintaining compliance with the HIPAA Security Rule (45 CFR Parts 160 and 164),
as necessary in conducting operations on behalf of CDPH under the Agreement;

¢. Providing a level and scope of security that is at least comparable to the level and scope of
security established by the Cffice of Management and Budget in OMB Circular No. A-130,
Appendix |l - Security of Federal Automated Information Systems, which sets forth guidelines for
automated information systems in Federal agencies; and

d. In case of a conflict between any of the security standards contained in any of these enumerated
sources of security standards, the most stringent shall apply. The most stringent means that
safeguard which provides the highest level of protection to PHI from unauthorized disclosure.
Further, Business Associate must comply with changes to these standards that occur after the
effective date of the Agreement.

e. Business Associate shall designate a Security Officer to oversee its data security program who
shall be responsible for carrying out the requirements of this section and for communicating on
security matters with CDPH.

D. Mitigation of Harmful Effects. To mitigate, to the extent practicable, any harmful effect that is known
to Business Associate of a use or disclosure of PHI by Business Associate or its subcontractors in
violation of the requirements of this Addendum,

E. Business Associafe’s Agents and Subcontractors.

1. To enter into written agreements with any agents, including subcontractors and vendors, to whom
Business Associate provides PHI or Pl received from or created or received by Business Associate
onh behalf of CDPH, that impose the same restrictions and conditions on such agents, subcontractors

~ and vendors that apply to Business Associate with respect to such PHI and Pl under this Addendum,
and that comply with all applicable provisions of HIPAA, the HITECH Act and the HIPAA regulations.

2. In accordance with 45 CFR section 164.504(e)(1)(ii), upon Business Associate’s knowledge of a
material breach or violation by its subcontractor of the agreement between Business Associate and
the subcontractor, Business Associate shall:

a. Provide an opportunity for the subcontractor to cure the breach or end the violation and terminate
the agreement if the subcontractor does not cure the breach or end the viclation within the time
specified by CDPH; or

b, Immediately terminate the agreement if the subcontractor has breached a material term of the
agreement and cure is not possible.

F. Availability of Information to COPH and Individuals. To provide access and information:

1. To provide access as CDPH may require, and in the time and manner designated by CDFPH (upon
reasonable notice and during Business Associate’s normal business hours) to PH! in a Designated
Record Set, to CDPH (or, as directed by CDPH), to an Individual, in accordance with 45 CFR section
164.524, Designated Record Set means the group of records maintained for CDPH that includes
medical, dental and billing records ahout individuals; enroliment, payment, claims adjudication, and
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case or medical management systems maintained for CDPH health plans; or those records used to
make decisions about individuals on behalf of COPH. Business Associate shall use the forms and
processes developed by CDPH for this purpose and shall respond to requests for access to records
transmitted by CDPH within fifteen (15} calendar days of receipt of the request by producing the
records or verifying that there are none.

2. If Business Associate maintains an Electronic Health Record with PHI, and an individual requests a
copy of such information in an electronic format, Business Associate shall provide such information
in an electronic format to enable CDPH to fulfill its obligations under the HITECH Act, including but
not fimited to, 42 U.S.C. section 17935(e).

3. If Business Associate receives data from CDPH that was provided to CDPH by the Social Security
Administration, upon request by CDPH, Business Associate shall provide CDPH with a list of all
employees, contractors and agents who have access to the Social Security data, including
employees, contractors and agents of its subcontractors and agents.

G. Amendment of PHI. To make any amendment(s) to PHI that CDPH directs or agrees to pursuant to 45
CFR section 164.526, in the time and manner reasonably designated by CDPH,

H. Internal Practices. To make Business Associate’s internal practices, books and records relating to the
use and disclosure of PHI received from CDPH, or created or received by Business Associate on behalf
of CDPH, available to the Secretary of the U.S. Department of Heaith and Human Services in a time and
manner designated by the Secretary, for purposes of determining COPH’ compliance with the HIPAA
regulations. If any infermation needed for this purpose is in the exclusive possession of any other entity
or person and the other entity or person fails or refuses to furnish the information to Business Associate,
Business Associate shall so certify to CDPH and shall set forth the efforts it made to obtain the
information.

. Documentation of Disclosures. To document and make available to CDPH or (at the direction of
CDPH) to an Individual such disclosures of PHI, and information related to such disclosures, necessary
to respond to a proper request by the subject Individual for an accounting of disclosures of PHI, in
accordance with the HITECH Act and its implementing regulations, including but not limited to 45 CFR
section 164.528 and 42 U.S.C. section 17835(c). If Business Associate maintains electronic heaith
records for CDPH as of January 1, 2009, Business Associate must provide an accounting of disclosures,:
including those disclosures for treatment, payment or health care operations, effective with disclosures
on or after January 1, 2014. If Business Associate acquires electronic health records for CDPH after
January 1, 2009, Business Associate must provide an accounting of disclosures, including those
disclosures for treatment, payment or health care operations, effective with disclosures on or after the
date the electronic health record is acquired, or on or after January 1, 2011, whichever date is later. The
electronic accounting of disclosures shall be for disclosures during the three years prior to the regquest
for an accounting.

J. Breaches and Security Incidents. During the term of the Agreement, Business Associate agrees to
implement reasonable systems for the discovery and prompt reporting of any breach or security incident,
and to take the following steps:

1. Notice to CDPH. (1) To notify CDPH promptly, without unreasonable delay, by telephone call
plus email or fax upon the discovery of a breach of unsecured PHI or Pi in electronic media or in
any other media if the PHI or Pl was, or is reasonably believed to have been, accessed or acquired
by an unauthorized person, or upon the discovery of an actual security incident that involves data
provided to CDPH by the Social Security Administration. (2) To notify COPH within 48 hours by
email or fax of the discovery of any actual security incident, intrusion or unauthorized access, use or
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disclosure of PHI or Pl in violation of the Agreement and this Addendum, or potential loss of
confidential data affecting the Agreement. A breach shall be treated as discovered by Business
Associate as of the first day on which the breach is confirmed, or by exercising reascnable diligence
would have been known, to any person (other than the person committing the breach) who is an
employee, officer or other agent of Business Associate.

Any attempted, but unsuccessful Security Incident of which Business Associate becomes aware will
be reported to Covered Entity orally or in writing upon the written reasonable request of Covered
Entity. If the HIPAA Security Regulations are amended to remove the requirement to report
unsuccessful attempts at unauthorized access, the requirement to report such unsuccessful attempts
shall no longer apply as of the effective date of that amendment.

Notice shall be provided to the CDPH Program Contract Manager, the CDPH Privacy Officer and the
CDPH Information Security Officer. If the incident occurs after business hours or on a weekend or
holiday and involves electronic PHI, notice shall be provided by calling the CDPH ITSD Service Desk.
Notice shall be made using the “CDPH Privacy Incident Report” form, including all information known
at the time. Business Associate shall use the most current version of this form, which is posted on
the CDPH Privacy Office website (www.CDPH ca.gov),

Upon discovery of a breach or actual security incident, intrusion or unauthorized access, use or
disclosure of PHI or PI, Business Associate shall take:

a. Prompt corrective action to mitigate any risks or damages involved with the breach and to protect
the operating environment; and

b. Any action pertaining to such unauthorized disclosure required by appllcable Federal and State
laws and regulations.

2. Investigation and Investigation Report To promptly, without unreasonable delay, investigate such
security incident, breach, or unauthorized access, use or disclosure of PHI or PIl. Within three (3)
business days of the discovery, Business Associate shall submit an updated “CDPH Privacy Incident
Report” containing the information marked with an asterisk and ail other applicable information listed
on the form, to the extent known at that time, to the CDPH Program Contract Manager the CDPH
Privacy Officer, and the CDPH Information Securlty Officer:

3. Complete Report. To provide a complete report of the investigation to the CDPH Program Contract
Manager, the CDPH Privacy Officer, and the CDPH Information Security Officer within ten {10)
working days of the confirmation of the breach or unauthorized use or disclosure. The report shall
be submitted on the “CDPH Privacy Incident Report” form and shall include an assessment of all
known factors relevant to a determination of whether a breach occurred under applicable provisions
of HIPAA, the HITECH Act, the HIPAA regulations and/or state law. The report shall also include a
full, detailed corrective action plan, including information on measures that were taken to halt and/or
contain the improper use or disclosure. if CDPH requests information in addition to that listed on the
*CDPH Privacy Incident Report” form, Business Associate shall make reasonable efforts to provide
CDPH with such information. If necessary, a Supplemental Report may be used to submit revised or
additional information after the completed report is submitted, by submitting the revised or additional
information on an updated “CDPH Privacy Incident Report” form. CDPH will review and approve the
determination of whether a breach occurred and individual notifications are required, and the
corrective action plan.

4. Notification of Individuals. If the cause of a breach of PHI or Pl is attributable to Business Associate
or its subcontractors, agents or vendors, Business Associate shall notify individuals of the breach or
unauthorized use or disclosure when notification is required under state or federal law and shall pay
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any costs of such notifications, as well as any costs associated with the breach, The notifications
shall comply with the requirements set forth in 42 U.S.C. section 17932 and its implementing
regulations, including, but not limited to, the requirement that the notifications be made without
unreasonable delay and in no event later than 60 calendar days. The CDPH Program Contract
“Manager, the CDPH Privacy Officer, and the CDPH Information Security Officer shall approve the
time, manner and content of any such notifications and their review and approval must be obtained
before the notifications are made.

Responsibility for Reporting of Breaches. If the cause of a breach of PHI or Pl is attributable to
Business Associate or its agents, subcontractors or vendors, Business Associate is responsible for
all required reporting of the breach as specified in 42 U.S.C. section 17932 and its implementing
regulations, including notification to media outlets and to the Secretary. If a breach of unsecured PHI
involves more than 500 residents of the State of California or its jurisdiction, Business Associate shall
notify the Secretary of the breach promptly upon discovery of the breach. If Business Associate has
reason to believe that duplicate reporting of the same breach or incident may occur because its
subcontractors, agents or vendors may report the breach or incident to CDPH in addition to Business
Associate, Business Associate shall notify CDPH, and CDPH and Business Associate may take
appropriate action to prevent duplicate reporting. The breach reporting requirements of this
paragraph are in addition to the reporting requirements set forth in subsection 1, above.

CDPH Contact Information. To direct communications to the above referenced CDPH staff, the
Contractor shall initiate contact as indicated herein. CDPH reserves the right to make changes to the
contact information below by giving written notice to the Contractor. Said changes shall not require
an amendment to this Addendum or the Agreement to which it is incorporated.

CDPH Program CDPH Privacy Officer CDPH Information Security Qificer
Contract Manager
See the Scope of Work P["ivacy Officer _ Chief Information Security Officer
exhibit for Program Privacy Office, ¢/o Office of Legal | |nformation Security Office
Contract Manager Services _ . California Department of Public
informaticn California Department of Public Health

- Health . P.O. Box 997413, MS 6302

1415 L Street, 5" Floor Sacramento, CA 95899-7413

Sacramento, CA 95814
o ' Email: cdphiso@cdph.ca.qov

Email; prwaCV@Cdph.Ca.qov Telephone:_ IT Service Desk

Telephone: (877} 421-9634 (916) 440-7000 or

(800) 579-0874
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K. Termination of Agreement. In accordance with Section 13404(b) of the HITECH Act and to the extent
required by the HIPAA regulations, if Business Associate knows of a material breach or violation by
CDPH of this Addendum, it shall take the following steps:

1. Provide an opportunity for CDPH to cure the breach or end the violation and terminate the Agreement
if CDPH does not cure the breach or end the violation within the reasonable time specified by
Business Associate; or -

2. Immediately terminate the Agreement if CDPH has breached a material term of the Addendum and
cure is not possible.

~ L. Due Diligence. Business Associate shall exercise due diligence and shall take reasonable steps to
ensure that it remains in compliance with this Addendum and is in compliance with applicable provisions
of HIPAA, the HITECH Act and the HIPAA regulations, and that its agents, subcontractors and vendors
are in compliance with their obligations as required by this Addendum.

M. Sanctions and/or Penalties. Business Associate understands that a failure to comply with the
provisions of HIPAA, the HITECH Act and the HIPAA regulations that are applicable to Business
Associate may resuit in the imposition of sanctions and/or penalties on Business Associate under HIPAA,
the HITECH Act and the HIPAA regulations.

Iv. Obligations of CDPH
CDPH agrees to:

A. Notice of Privacy Practices. Provide Business Associate with the Notice of Privacy Practices that
CDPH produces in accordance with 45 CFR section 164.520, as well as any changes to suchnotice.

B. Permission by Individuals for Use and Disclosure of PHI. Provide the Business Associate with any
changes in, or revocation of, permission by an Individual to use or disclose PH!, if such changes affect
the Business Associate’s permitted or required uses and disclosures,

C. Notification of Restrictions. Notify the Business Associate of any restriction to the use or disclosure of
PHI that CDPH has agreed to in accordance with 45 CFR section 164.522, to the extent that such
restriction may affect the Business Associate’s use or disclosure of PHI.

D. Requests Conflicting with HIPAA Rules. Not request the Business Associate to use or disclose PHI
in any manner that would not be permissible under the HIPAA regulations if done by CDPH.

VY. Audits, Inspection and Enforcement

A, From time to time, Business Associate agrees to make its security policies Table of Contents or redacted
copies of its policies and procedures available to CDPH upon written request to monitor Business
Associate’s compliance with the Agreement and this Addendum. Business Associate shall promptly
remedy any violation of any provision of this Addendum and shall certify the same to the CDPH Privacy
Officer in writing. The fact that CDPH inspects, or fails to inspect, or has the right to inspect, Business
Associate’s policies and procedures does not relieve Business Associate of its responsibility to comply
with this Addendum, nor does CDPH's;
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1. Failure to detect or

2. Detection, but failure to notify Business Associate or require Business Associate’s remediation of any
unsatisfactory practices constitute acceptance of such practice or a waiver of CDPH’ enforcement
rights under the Agreement and this Addendum,

B. If Business Associate is the subject of an audit, compliance review, or complaint investigation by the
Secretary or the Office of Civil Rights, U.S. Department of Health and Human Services, that is related to
the performance of its obligations pursuant to this HIPAA Business Associate Addendum, Business
Associate shall notify CDPH and provide CDPH with a copy of any PHI or Pi that Business Associate
provides to the Secretary or the Office of Civil Rights concurrently with providing such PHI or Pl to the
Secretary. Business Associate is responsible for any civil penalties assessed due to an audit or
investigation of Business Associate, in accordance with 42 U.S.C. section 17934(c).

V1. Termination

A. Term. The Term of this Addendum shall commence as of the effective date of this Addendum and shall
extend beyond the termination of the Agreement and shall terminate when all the PHi provided by CDPH
to Business Associate, or created or received by Business Associate on behalf of CDPH, is destroyed or -
returned to CDPH, in accordance with 45 CFR 164.504(e)(2){ii)(1).

B. Termination for Cause. In accordance with 45 CFR section 164.504(e)(1)(ii), upon CDPH’ knowledge
of a material breach or violation of this Addendum by Business Associate, CDPH shall:

1. Provide an opportunity for Business Associate to cure the breach or end the violation and terminate
the Agreement if Business Associate does not cure the breach or end the violation within the
reasonable time specified by CDPH; or

2. Immediately terminate the Agreement if Business Assomate has breached a material term of this
Addendum and cure is not possible.

C. Judicial or Administrative Proceedings. Business Associate will notify CDPH if it is named as a
defendant in a criminal proceeding for a violation of HIPAA. CDPH may terminate the Agreement if
Business Associate is found guilty of a criminal violation of HIPAA. CDPH may terminate the Agreement
if a finding or stipulation that the Business Associate has violated any standard or requirement of HIPAA,
or other security or privacy laws is made in any admlmstratlve or civil proceeding in which the Business
Assoc;ate is a party or has been joined.

D. Effect of Termination. Upon termination or expiration of the Agreement for any reason, Business
Associate shall return or destroy all PHI received from CDPH (or created or received by Business
*Associate on behalf of CDPH) that Business Associate still maintains in any form, and shall retain no
copies of such PHL. if return or destruction is not feasible, Business Associate shail notify CDPH of the
conditions that make the return or destruction infeasible, and CDPH and Business Associate shall
determine the terms and conditions under which Business Associate may retain the PHI. Business
Associate shall continue to extend the protections of this Addendum to such PHI, and shall limit further
use of such PHI to those purposes that make the return or destruction of such PHI infeasible. This
provision shall apply to PHI that is in the possession of subcontractors or agents of BusinessAssociate.

VII. Miscellaneous Provisions
A. Disclaimer. CDPH makes no warranty or representation that compliance by Business Associate with
this Addendum, HIPAA or the HIPAA regulations will be adequate or satisfactory for Business Associate's

own purposes or that any information in Business Associate's possession or control, or transmitted or
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received by Business Associate, is or will be secure from unauthorized use or disclosure. Business
Associate is solely responsible for all decisions made by Business Associate regarding the safeguarding
of PHI:

B. Amendment. The parties acknowledge that federal and state laws relating to electronic data security
and privacy are rapidly evolving and that amendment of this Addendum may be required to provide for
procedures to ensure compliance with such developments. The parties specifically agree to take such
action as is necessary to implement the standards and requirements of HIPAA, the HITECH Act, the
HIPAA regulations and other applicable laws relating to the security or privacy of PHI. Upon CDPH’
request, Business Associate agrees to promptly enter into negotiations with CDPH concerning an
amendment to this Addendum embaodying written assurances consistent with the standards and
requirements of HIPAA, the HITECH Act, the HIPAA regulatlons or other appllcabie laws. CDPH may
terminate the Agreement upon thirty (30} days written notice in the event:

1. Business Associate does not promptly enter into negotiations to amend this Addendum when
requested by CDPH pursuant to this Section; or

2. Business Associate does not enter into an amendment providing assurances regarding the
safeguarding of PHI that the parties mutually deem sufficient to satisfy the standards and
requirements of HIPAA and the HIPAA regulations.

C. Assistance in Litigation or Administrative Proceedings. Business Associate shall make itself and
any subcontractors, employees or agents assisting Business Associate in the performance of its
obligations under the Agreement, available to CDPH at no cost to CDPH to testify as witnesses, or
otherwise, in the event of litigation or administrative proceedings being commenced against CDPH, its
directors, officers or employees based upon claimed violation of HIPAA, the HIPAA regulations or cther
laws relating to security and privacy, which involves inactions or actions by the Business Associate,
except where Business Associate or its subcontractor, employee or agent is a named adverse party.

D. Neo Third-Party Beneficiaries. Nothing express or implied in the terms and conditions of this Addendum
is intended to confer, nor shall anything herein confer, upon any person other than CDPH or Business
Associate and their respective successors or assignees, any rights, remedies, obligations or liabilities
whatsoever.

E. interpretation. The terms and conditions in this Addendum shall be interpreted as broadly as necessary
to implement and comply with HIPAA, the HITECH Act, the HIPAA regulations and applicable state laws,
The parties agree that any ambiguity in the terms and conditions of this Addendum shall be resolved in
favor of a meaning that complies and is consistent with HIPAA, the HITECH Act and the HIPAA
regulations.

F. Regulatory References. A reference in the terms and conditions of this Addendum to a section in the
HIPAA regulations means the section as in effect or as amended.

G. Survival, The respective rights and obligations of Business Associate under Section VI.D of this
Addendum shall survive the termination or expiration of the Agreement.

H. No Waiver of Obﬁgations No change, waiver or discharge of any Iiability or obligation hereunder on

any one or more occasions shall be deemed a waiver of performance of -any contmumg or other
obligation, or shall prohibit enforcement of any obligation, on any other cccasion.
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Attachment A
Business Associate Data Security Requirements

I. Personnel Controls

A. Employee Training. All workforce members who assist in the performance of functions or activities
on behalf of COPH, or access or disclose CDPH PHI or Pl must complete information privacy and
security training, at least annually, at Business Associate’s expense. Each workforce member who
receives information privacy and security training must sign a certification, indicating the member's
name and the date on which the training was completed. These certifications must be retained for a
period of six (6) years following contract termination.

B. Employee Discipline. Appropriate sanctions must be applied against workforce members who fail
to comply with privacy policies and procedures or any provisions of these requirements, including
termination of employment where appropriate.

C. Confidentiality Statement. All persons that will be working with CDPH PHI or Pl must sign a
confidentiality statement that includes, at a minimum, General Use, Security and Privacy Safeguards,
Unacceptable Use, and Enforcement Policies. The statement must be signed by the workforce
member prior to access to CDPH PHI or Pl. The statement must be renewed annually. The
Contractor shall retain each person’'s written confidentiality statement for CDPH inspection for a
period of six (6) years following contract termination. The confidentiality statement must be provided
to Business Associate by CDPH upon start of the Agreement and annually thereafter.

D. Workforce Member Assessment Before a member of the Contractor's workforce may access
CDPH PC{, Contractor must ensure that all workforce members that will have access to CDPH PCI
have been assessed to assure that there is no indication that the workforce member may present a
risk to the security or integrity of CDPH PCI. Contractor shall retain each workforce member's
assessment documentation, whether in physical or electronic format, for a period of three (3) years
following contract termination.

lil. Technical Security Controls

A. Workstation/Laptop encryption. All workstations and laptops that process and/or store CDPH PHI
or Pl must be encrypted using a FIPS 140-2 certified algorithm which is 128bit or higher, such as
Advanced Encryption Standard (AES). The encryption solution must be full disk unless approved by
the CDPH Information Security Office.

B. Server Security. Servers containing unencrypted CDPH PH! or Pl must have sufficient
administrative, physical, and technical controls in place to protect that data, based upon a risk
assessment/system security review.

C. Minimum Necessary. Only the minimum necessary amount of CDPH PHI or Pl required to pérform
necessary business functions may be copied, downloaded, or exported.

D. Removable media devices. All electronic files that contain CDPH PHI or Pl data must be encrypted
when stored on any removable media or portable device (i.e. USB thumb drives, floppies, CD/DVD,
Blackberry, backup tapes etc.). Encryptlon must be a FIPS 140-2 certified algorithm which is 128bit
or higher, such as AES.
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E. Antivirus software. All workstations, laptops and other systems that process and/or store CDPH
PHI or Pl must install and actively use comprehensive anti-virus software solution with automatic
updates scheduled at least daily.

F. Patch Management. All workstations, laptops and other systems that process and/or store CDPH
PHI or Pl must have critical security patches applied, with system reboot if necessary. There must
be a documented patch management process which determines installation timeframe based on risk
assessment and vendor recommendations. At a maximum, all applicable patches must be installed
within 30 days of vendor release except in situations when assessed risk is considered to be too high.

G. User IDs and Password Controls. All users must be issued a unique user name for accessing
CDPH PHI or PI. Username must be promptly disabled, deleted, or the password changed upon the
transfer or termination of an employee with knowledge of the password, at maximum within 24 hours.
Passwords are not to be shared. Passwords must be at least eight characters and must be a non-
dictionary word. Passwords must not be stored in readable format on the computer. Passwords must
be changed every 90 days, preferably every 60 days. Passwords must be changed if revealed or
compromised. Passwords must be composed of characters from at least three of the following four
groups from the standard keyboard:

» Upper case letters (A-Z})
» Lower case letters (a-z)

» Arabic numerals (0-9)

» Non-alphanumeric characters {punctuation symbols}

H. Data Destruction. When no longer needed, all COPH PHI or Pl must be wiped using the Gutmann
or US Department of Defense (DoD) 5220,22-M (7 Pass) standard, or by degaussing. Media may
also be physically destroyed in accordance with NIST Speclal Publication 800-88. Other methods
require prior written permission of the CDPH Information Security Office.

. System Timeout. The system providing access to CDPH PHI or Pl must provide an automatic
timeout, requiring re-authentication of the user session after no more than 20 minutes ofinactivity.

J. Warning Banners. All systems providing access to CDPH PHI or PI must display a warning banner
stating that data is confidential, systems are logged, and system use is for business purposes only
by authorized users. User must be directed to log off the system if they do not agree with these
requirements.

K. System Logging. The system must maintain an automated audit trail which can identify the user or
system process which initiates a request for CDPH PHI or PI, or which alters CDPH PHI or PI. The
audit trail must be date and time stamped, must iog both successful and failed accesses, must be
read only, and must be restricted to authorized users. If CDPH PHI or Pl is stored in a database;
‘database logging functionality must be enabled. Audit trail data must be archived for at least 3 years
after occurrence. »

L. Access Controls. The system providing access to COPH PHI or Pl must use role based access
controls for all user authentications, enforcing the principle of least privilege.
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M. Transmission encryption. All data transmissions of CDPH PHI or Pl outside the secure internal
network must be encrypted using a FIPS 140-2 certified algorithm which is 128bit or higher, such as
AES. Encryption can be end to end at the network level, or the data files containing PHI can be
encrypted. This requirement pertains to any type of PHI or Pl in motion such as website access, file
transfer, and E-Mail.

N. Intrusion Detection. All systems involved in accessing, holding, transporting, and protecting CDPH
PHI or Pl that are accessible via the Internet must be protected by a comprehensive intrusion
detection and prevention solution. ‘

i, Audit Controls

A. System Security Review. All systems processing and/or storing CDPH PHI or Pl must have at least
an annual system risk assessment/security review which provides assurance that administrative,
physical, and technical controls are functioning effectively and providing adequate levels of
protection. Reviews should include vulnerability scanning tools.

B. Log Reviews. All systems processing and/or storing CDPH PHI or Pl must have a routine procedure
in place to review system logs for unauthorized access.

C. Change Control. All systems processing and/or storing CDPH PHI or Pl must have a documented
change control procedure that ensures separation of duties and protects the confidentiality, integrity
and availability of data,

IV. Business Continuity / Disaster Recovery Controls

A. Emergency Mode Operation Plan. Contractor must establish a documented plan to enable
continuation of critical business processes and protection of the security of electronic CDPH PHI or
Pl in the event of an emergency. Emergency means any circumstance or situation that causes
normal computer operations to become unavailable for use in performing the work required under
the Agreement for more than 24 hours.

B. Data Backup Plan. Contractor must have established documented procedures to backup CDPH
PHI to maintain retrievable exact copies of CDPH PHI or Pl. The plan must include a regular
schedule for making backups, storing backups offsite, an inventory of backup media, and an
estimate of the amount of time needed to restore CDPH PHI or Pl should it be lost. At a minimum,
the schedule must be a weekly full backup and monthly offsite storage of CDPH data.

V. Paper Document Controls

A. Supervision of Data. CDPH PHI or Pl in paper form shall not be left unattended at any time, uniess
it is locked in a file cabinet, file room, desk or office. Unattended means that information is not being
observed by an employee authorized to access the information. COPH PHI or Pl in paper form shall
not be left unattended at any time in vehicles or planes and shall not be checked in baggage on
commercial airplanes.

B. Escorting Visitors. Visitors to areas where CDPH PHI or Pl is contained shall be escorted and
CDPH PH! or Pl shall be kept out of sight while visitors are in the area.

C. Confidential Destruction. CDPH PH! or Pl must be disposed of through confidential means, such
as cross cut shredding and pulverizing.
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D. Removal of Data. CDPH PHI or Pl must not be removed from the premises of the Contractor except
with express written permission of CDPH.

. E. Faxing. Faxes containing CDPH PHI or Pl shall not be left unattended and fax machines shall be in
secure areas. Faxes shall contain a confidentiality statement notifying persons receiving faxes in

error to destroy them. Fax numbers shall be verified with the intended recipient hefore sending the
fax. '

F. Mailing. Mailings of CDPH PHI or PI shall be sealed and secured from damage or inappropriate
viewing of PHI or Pl to the extent possible. Mailings which include 500 or more individually identifiable
records of CDPH PHI or Pl in a single package shall be sent using a tracked mailing method which
includes verification of delivery and receipt, unless the prior written permission of CDPH to use
another method is obtained.
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